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One-Shot Feature Collection and Inference
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Design Challenges

What is the optimal
partitioning strategy?
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Design Space Exploration

The goal is to maximize model accuracy and flow
scalability while operating within hardware constraints |
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Design Search Performance

Data Fetch 0.38s
Training 268.14s

Optimizer 37.57s
Rulegen 0.87s
Backend 44.6 ps

Total Time 306.29s

Average per-iteration breakdown of the
various stages of SpliDT framework
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Design Search Performance
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Design Challenges

Bayesian search yields the
optimal model

How to train Decision Trees
for window-level inference?

How many packets are
needed in each window?

Can we stay within the
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Training Framework
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Windowing Strategy

p4

P1‘ p2 ‘ p3

Equal window sizes ensures every tree partition
gets equal data to make accurate inferences!

CwTlae "

Fow mrammEiimIEIINEIINI NNIEELIn]

\ ) \ ] \ ] \ )
| | | |

W1 W>H W3 W4

How many packets are
needed in each window?



Design Challenges

Bayesian search yields the

optimal model

Subtrees train on the flow
windows routed to them

Equal-sized windows ensure
sufficient data per subtree.

Can we stay within the
recirculation bandwidth
budget?
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Recirculation Bandwidth
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Recirculation Bandwidth
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Recirculation Bandwidth

Recirculation
Bandwidth (Mbps)
Dataset

293244 599+ 3.51

D2 6.01 + 4.01 |1232+576

aE - O - - -

D3 3.58+3.21 7.33+462
Maximum recirculation bandwidth (Mbps)
Can we stay within the

recirculation bandwidth
budget?
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Recirculation Bandwidth

Recirculation
BandW|dth (Mbps)

Dataset

2 93 £ 2.44 5_92 13_51 SpliDT uses at most ~0.012%
D2 6.01 +4.01 112.32 +5.76 of the available 100 Gbps
D3 3.58£+321 7.33+4.62 ~ pipeline bandwidth

Maximum recirculation bandwidth (Mbps)

Can we stay within the
recirculation bandwidth
budget?
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Design Challenges

Bayesian search yields the
optimal model

Subtrees train on the flow
windows routed to them

Equal-sized windows ensure
sufficient data per subtree.

The maximum recirculated traffic
remains well under the available
recirculation bandwidth
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Datasets

D1: CIC-loMT2024 loMT traffic dataset for healthcare intrusion detection. 19
D2: CIC-10T2023-a A simplified CIC-l0T-2023 dataset. 4
D3: ISCX-VPN2016 A dataset of VPN and non-VPN traffic for VPN detection. 13
D4: Campus Traffic ~ UCSB dataset with web, cloud, social, and streaming traffic. 11
D5: CIC-10T2023-b A comprehensive CIC-10T-2023. 32
D6: CIC-IDS2017 A network intrusion detection dataset. 10
D7:. CIC-IDS2018 A network intrusion detection dataset. 10

Real-world network traffic datasets used for evaluating SPLIDT across diverse security scenarios.
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SpliDT Accuracy-Flows Pareto Frontier

D1 D2 D3 D4 D5
0.60- 0.88- 0.85- 0.75- 0.45- 0.98- 1, m}
%cmg——\_\ 0.31-1\_ u.s?-m n.as-k G.BE_N _—\_\_ 034
0 0.38- o 0.74- 0.50- \ 0.43- ““"'\_ 0.25- \ 0.56- """ (.68-
L 0.26- ge?m 0.67- 0.32- — . 0.26- 0.15- = 0.36- 0.51-
0.15- P ~ 0.60- -~ 0.15- ~ 0.10- -~ 0.05- 015 -~ 0.35-
100K 500K 1M 100K 500K 1M 100K 500K 1M 100K 500K 1M 100K 500K 1M 100K 500K 1M
#Flows #Flows #Flows #Flows #Flows #Flows

D7

\L

100K 500K 1M

#Flows

SpliDT achieves a superior Pareto frontier of accuracy (F1 score) versus #Flows compared to baselines.
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Flow-level Latency

1.00- “NetBeacon (F1 = 0.78)
* Leo (F1 =0.73)
L, 0.75- -SpliDT (F1 =0.85)

S 0.50-
W g.25-

0.00- ; | , ~0.00 , , , ,
10° 10° 10* 10° 10° 10° 10* 108
Time-to-Detection (ms) Time-to-Detection (ms)

(a) Webserver (WS) (b) Hadoop (HD)

Time-to-detection (TTD) of D3 for environments (E1-E2).
(Other datasets show a similar trend.)
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TCAM Entries vs. F1 Score

D1 D2 D3 D4
0.60- 0.90- 0.90- 0.80-
@ =
-'-g 0.45- 0.78- 0.68- 0.62-
¢ 0.30- NB 0.65- 0.45- 0.45-
L 0.15- Leo 0.52- 0.22- 0.28-
DGG_ 1 1 'SlpIIDT [}4[]_ 1 1 ] ] Gﬂﬂ_ I I 1 1 [}1[]_ 1 1 ] ]
10' 10° 10° 107 10" 10® 10° 107 10" 10* 10° 107 10" 10® 10° 107
#Entries #Entries #Entries #Entries

D5
0.50-
0.38- s
0.25-
0.12-
0.00-

10" 10° 10° 107
#Entries

D6

1.00-
0.85-
0.70-

0.55-

0.40-

10" 10* 10° 107
#Entries

Comparison of #TCAM entries against F1 score for SpliDT versus baselines.

D7
1.00-
080- f
0.60-
0.40-
0.20-

10" 10° 10° 107
#Entries

82



Feature Scalability vs. Register Size

SpliDT:1 + SpliDT:2 = SpliDT:3 + SpliDT:4 « ME!.'L-E::
1600 -
w 1504 -

M ogg-
“' 192 -
95- E

#FealurEﬂ

Register sizes (in bits) versus number of features supported by

each model. SpliDT:k is a partitioned tree with k features per subtree.
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SpliDT Recirculation Bandwidth Across Workloads

% 50-
=1

a6 - B 100K [ 500K 1M

3

= 25-

3" _m__iﬂ_a_m ..Iii
D7

D1 DE D3 EM DE
(a) E1: Webserver

e B5 -
EE#
= 42-
21-
z2- M @ .ﬁi ol .&i
D1 DE D3 D4 DS
(b} E2: Hadoop

Maximum recirculation bandwidth (Mbps) of SpliDT partitioned trees
when processing datasets (D1-7) for the two datacenter environments,
E1: Webserver and E2: Hadoop, with a varying number of flows.

A model with a single partition does not recirculate packets (0 Mbps).
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SpliDT Performance Summary

« 5x More Stateful Features than SOTA

* Our architecture remains scalable to million of flows
 Low recirculation overhead (<50 Mbps)

* Preserves flow-level time-to-detection

Thank you!
Contactus: parvezm@purdue.edu
Website: https://splidt-decision-trees.github.io

NextGArch Lab: https://nextgarch.github.io/
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