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Source: C. Zheng, M. Zang, X. Hong, L. Perreault, R. Bensoussane, S. Vargaftik, Y. Ben-Itzhak, and N. Zilberman, 
“Planter: Rapid prototyping of in-network machine learning inference,” ACM SIGCOMM Communication Review, 2024.

Use cases: cybersecurity, advanced routing, traffic engineering, etc.
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e.g. Planter [1]

e.g. Taurus [2]

e.g. N3IC [3]

[1] C. Zheng and N. Zilberman. Planter: Seeding trees within switches. In SIGCOMM Poster Session. ACM, 2021.
[2] T. Swamy, A. Rucker, M. Shahbaz, I. Gaur, and K. Olukotun. Taurus: A Data Plane Architecture for Per-Packet ML. In ASPLOS. ACM, 2022.
[3] G. Siracusano, S. Galea, D. Sanvito, M. Malekzadeh, G. Antichi, P. Costa, H. Haddadi, R. Bifulco. Re-architecting traffic analysis with neural network interface cards. In NSDI. Usenix, 2022.
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Why switches?

• Very high throughput

• Very low latency

• Many ports, e.g. 32x100 Gbps ports

• Ubiquitous presence in the network
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Tree-based models for in-network inference 6

Tree-based models are most suitable for in-switch deployment

• Their simple logical structure makes them easy to map to the switch pipeline
Zhaoqi Xiong and Noa Zilberman. 2019. Do Switches Dream of Machine Learning? Toward In-Network 
Classification. In ACM HotNets. ACM, NY, USA, 25–33. https://doi.org/10.1145/3365609.3365864.

Léo Grinsztajn, Edouard Oyallon, Gaël Varoquaux. Why do tree-based models still outperform deep learning 
on typical tabular data? NeurIPS 2022 Datasets and Benchmarks Track, Nov 2022, New Orleans, USA. 

• They still outperform deep learning on tabular data
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(Python)

RF Model Training 
(Python)

ML server

Features extracted with Tshark:
- Packet length, 
- Source port & destination port, 
- Protocol, 
- TCP flags (SYN, ACK, FIN, PSH, RST), 
- TCP header length, 
- TCP window size, 
- UDP length,
- Time-to-live (TTL). 
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Control plane

Data plane

Dataset 
(.pcap)

Feature Extraction 
and computation 
(Tshark/Python)

Model translation to 
M/A table entries

(Python)

RF Model Training 
(Python)

ML server

Model training: 
- Scikit-Learn Python libraries

Feature selection:
- Importance as expressed by the 

Mean Decrease in Impurity (MDI)

Hyperparameters: 
- Number of trees (for RF)
- Max tree depth, etc.
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Per-packet (stateless) Per-flow (stateful)

Packet
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• Intuitive/natural
• All packets are classified
• No rich per-flow statistics 
• Limited accuracy in complex tasks 

In-network ML: from stateless to hybrid approaches

Joint packet-flow (hybrid)
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Motivation

Train a single model for the task and map it to the switch Inference task 
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Henna: Stateless Hierarchical packet-level ML inference 9

Motivation

Train a single model for the task and map it to the switch Inference task 

Monolithic classifiers can 
be too complex for 
challenging tasks

Breaking down tasks 
hierarchically can simplify 

them

All prior works adopt this approach known as flat classification
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Illustration
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Our proposal
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Evaluation

IoT device identification use case 
based on the UNSW-IoT Traces [1]
[1] https://iotanalytics.unsw.edu.au/iottraces.html
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Evaluation

Second-stage models

Aristide T-J. Akem                In-network inference with P4: from stateless to hybrid approaches                        21/01/2026



Henna: Stateless Hierarchical packet-level ML inference 13

Results

Classification accuracy Resource usage
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Flowrest: Practical stateful flow-level inference 15

Motivation

Packet-Level Approaches
• Relatively low accuracy in complex scenarios
• Do not use rich flow-level (FL) features

Flow-level classification provides more context
e.g., by leveraging relationships between flow packets

Most network-wide policies are implemented at flow-level
e.g., for QoS and QoE management

Flow = P(src IP, dst IP, src port, dst port, protocol)
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• Relatively low accuracy in complex scenarios
• Do not use rich flow-level (FL) features

Flow-level classification provides more context
e.g., by leveraging relationships between flow packets

Most network-wide policies are implemented at flow-level
e.g., for QoS and QoE management

Flow = P(src IP, dst IP, src port, dst port, protocol)

Deploying stateful FL models in switches involves 
maintaining state and computing FL features
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Tailored Random Forest design
• Hardware-aware bit-level feature representation 

• Hardware-constrained Random Forest hyper-
parametrization

Flow-level classification
• Features calculated over multiple packets in the 

same flow
• Features such as min, max, mean pkt sizes & IATs
• More effective for difficult inference tasks

General purpose & open-source
• Is not tied to any use case

• Can convert any stateless solution to flow level

• First open-source implementation of in-switch 
flow-level RF
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Proposed solution
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Evaluation

Use cases
• Intrusion detection based on the CICIDS 2017 dataset –  2 classes
• IoT device identification based on the UNSW IoT traces – 26 classes
• More in the paper

Benchmarks
• Packet-level (PL): Planter [1], Mousika [2], Soter [3]
• Flow-level (FL): pForest [4]
• Hybrid (PL+FL): NetBeacon [5]

[1] C. Zheng and N. Zilberman. Planter: Seeding trees within switches. In SIGCOMM Poster Session, 2021   

[2] G. Xie et al. Mousika: Enable general in-network intelligence in programmable switches by knowledge distillation. In IEEE INFOCOM, 2022

[3] G. Xie et al. Soter: Deep learning enhanced in-network attack detection based on programmable switches. In SRDS, 2022

[4] Busse-Grawitz et al. pForest: In-Network Inference with Random Forests. In Arxiv, 2019.

[5] G. Zhou et al. An efficient design of intelligent network data plane. In USENIX Security, 2023.  
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Results – Flowrest vs stateless solutions 
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Results – Flowrest vs stateful solutions 
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Results – resource usage
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Stateless Approaches
• Relatively lower accuracy in complex scenarios
• Cannot use rich FL features

Stateful Approaches
• Leave early packets unclassified when computing flow features

• Number of early packets could vary from 2 to 50 packets
• Could be up to between 67.67% and 98.04% of the total flow length, respectively

Motivation
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Stateless Approaches
• Relatively lower accuracy in complex scenarios
• Cannot use rich FL features

Stateful Approaches
• Leave early packets unclassified when computing flow features

• Number of early packets could vary from 2 to 50 packets
• Could be up to between 67.67% and 98.04% of the total flow length, respectively

Motivation

Hybrid stateless + stateful inference 
offers the best of both worlds
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Jewel: Hybrid packet-level and flow-level inference 25

Prior approach to joint PL+FL inference, e.g. NetBeacon [1]
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Increased switch memory 
consumption
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[1] G. Zhou et al. An efficient design of intelligent network data plane. In USENIX Security, 2023.
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Our approach: single fully joint PL+FL model
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System overview
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Evaluation settings
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Testbed
• Switch:   Edgecore switch with an Intel Tofino BFN-T10-032Q chipset
• Servers: 2 DELL servers with AMD EPYC 24-core at 2.8GHz 

Use cases
• Intrusion detection: CIC-IDS 2017 dataset (binary)
• IoT device classification: UNSW IoT traces (multiclass)
• IoT bot classification: IoT-23 dataset (multiclass)
• IoT cyberattack classification: ToN-IoT dataset (multiclass)

Benchmarks
• Packet-level (PL):  Mousika [1], Planter [2]
• Flow-level (FL):       Flowrest [3]
• Hybrid (PL+FL):       NetBeacon [4]

[1] G. Xie et al. Mousika: Enable general in-network intelligence in programmable switches by knowledge distillation. In IEEE INFOCOM, 2022
[2] C. Zheng and N. Zilberman. Planter: Seeding trees within switches. In SIGCOMM Poster Session, 2021   
[3] A. Akem et al. Flowrest: Practical flow-level inference in programmable switches with random forests. In IEEE INFOCOM, 2023.
[4] G. Zhou et al. An efficient design of intelligent network data plane. In USENIX Security, 2023.  
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Results – model accuracy
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Accuracy gains in the range 2.0% – 5.3% over the next best
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Results – resource usage
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Jewel achieves high accuracy while not increasing resource usage
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Approach Pros Cons

Stateless
Early decisions, classifies all packets, 
low memory footprint

Lower accuracy in complex tasks

Stateful Higher accuracy
Early packets missed, higher memory 
footprint

Hybrid Higher accuracy, classifies all packets
Slightly higher complexity, higher memory 
footprint
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 Diversifying inference targets:

• Intel Infrastructure Processing Unit (IPU)
• NVIDIA BlueField-2 Data Processing Unit (DPU)

 Distributed inference in heterogeneous settings:

• Scenarios with multiple models/targets in coordination 
• Real-time model drift detection and online learning

 Use cases of in-network inference:

• Healthcare monitoring 
• KV cache acceleration, etc
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• In-network ML enables network intelligence at high speed

• Several solutions have been proposed for stateless, stateful, and 
hybrid inference

• These solutions lay the foundation for many in-network inference use 
cases that will contribute to the automation of network management

• Future work will pursue further steps towards a more seamless 
integration of ML into networked systems
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