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Motivation: m.Language and Programmable Data Plane

Programming Protocol-independent Packet Processors (P4) is a domain-specific language for programming
protocol independent packet forwarding.

[* *_P4_16 -*-*/
#include <core.p4>
#include <arch_specific.p4>

control Ingress() {

Packet Processing

Logic

Pipeline (Parser(), Ingress(),
Egress() ... ) main;

P4 Code

PY 4 | |
- « Enables rapid adaptation to new protocols
« Provides fine-grained control over network
Developer :
behavior
« Improves flexibility and scalability
NS /
Parser Stage 0 Stage 1 Stage N Deparser
$- | |EZb| =B (EmD
& O [Ip |p| P %
. S - a [ B B ) | —
el == =
@ | (b (EOPb| (OB
P4 Programmable Data Plane Target Build a “new switch” in
(e.g., Bmv2*, Tofino) “compilation time”

* Bmv2: Behavioral Model version 2
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Motivation: mLanguage and Programmable Data Plane

In the last past 5 years, P4 has received widespread attention in network community.

P4 Accelerates the Evolution of Networks:
a.

In-network computing: NetCache, SwitchML ...

b. Congestion control: HPCC, BFC ...
C.
d

Load balancing: HULA ...
Network measurement: In-band Telemetry, Sketches ...

P4 makes Network Better!

ns-3 is a discrete-event network simulator widely used for research and
education, providing a flexible and modular platform for modeling internet
protocols and network systems. It enables realistic simulation of wired and
wireless networks, supporting detailed performance evaluation and
reproducible experimentation.

—What if we bring P4 into ns-3?

* Figures generated by ChatGPT Sora
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Related Work
Programmable switch platforms & Our Goal

. Net-FPGA /
P4 Platform Tofino Smart NIC P4 & ns-3
, High-performance Learning & Efficient, scalable, and
Production-level Hardware . ; :
Best for deplovment acceleration packet processing debugging reproducible network
pioy (DPDK) (Single Switch) simulation
Table: Comparison of P4 platforms: hardware-based, , and
simulation.

Our goal is to provide a more practical, complete, and accurate P4 simulation framework by integrating P4
behavior model into ns-3—enabling scalable, cost-effective, and reproducible protocol design exploration.
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Related Work
P4 Integration Attempts

The are three related work integrate P4 into ns-3:

Modules Description

Limitations

Generate C code using T4P4S and
NetDevices [6] compile it alongside the ns-3 simulation
code

Partially Integrates the BMv2 into the

ns3-bmv2 [7] traffic control module

Partially Integrates the BMv2 into the

Manual adjustments and build code, low
modularity and traceability

Only single-path simulation
No routing and time-aware modeling
Not event-driven

Lacks queuing and time-aware modeling
Not event-driven

NS4 [8,9 . . . :
8, 9] Bridge Netdevice « Unable to implement protocol-independent
features
Table: Comparison of the modules simulating P4 in ns-3.
TECHNISCHE P4sim: Simulating programmable switches in ns-3 _
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Overview of P4sim Design

0 High-performance Event Scheduling
A. Modeling P4 Switch
B. Queue Scheduling & Virtual Time Alignment

O Extended P4 Support
C. Supporting Modern P4 Architectures: Vimodel, PNA, PSA

d Protocol-independent Design
D. Enabling P4 Custom Header

0 Seamless Integration with ns-3
« Compatible with existing ns-3 modules
« Tested with both Waf and CMake build systems

TECHNISCHE P4sim: Simulating programmable switches in ns-3
@ UNIVERSITAT TU Dresden / Mingyu Ma Folie7 wJ CeTl
DRESDEN 29.10.2025



P4sim Design

P4 switch design based on bridge net device, include the
external bmv2’'s behavior model, and extend with External
Modules like OpenFlow switch [2]: o

P4 controller — \ P4SwitchNetDevice
0 Hardware management part (ns-3 configure): comrol | T 3
Plane Control Plane Interface
* Port management A Confa
« P4 switch architecture - | —_
. . . . P4SwitchCore
« P4 related configuration (P4 script, flow table entries ) Programmable (Vimodel, PSA, PNA)
. . ) Data | | ool .
 Buffer configuration (size & number) prane | | {7 gy | [ maich &’}
 Switch rate configuration with pps e
° o o o T
BEREREREE
Q Programmable switching part (P4 configure): ,
. o, . . . Host 1 Data Path Host 2
P4 script = Initialization P4SwitchCore  (Genden) | “——> | (Receiver) I

» Flow table entries = configure P4SwitchCore
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P4sim Design

Buffers:

* Input buffer, Queue buffer

Packets metadata:

« standard_metadata defined by P4 scripts (User)
« intrinsic_metadata defined by P4 arch

* queueing_metadata defined by P4 arch

« Errorinformation (for example parser error)

Packets processing actions register (Vimodel):

T 1 (< TC T TP PP UPPPR PPN Bit0 [Address Shift & Mask]
| ResubmitFlag (16) | LF_FieldList (16) | Clone_FieldList (16) | Clone_SessionID (16) |
| (unused) | NS_Address (16) | NS_Protocol (16) | RecirculateFlag (16) |

| User allocated in P4 scripts ..... |
External actions Add-on: hash, random, meter, counter, checksum

TECHNISCHE P4sim: Simulating programmable switches in ns-3
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P4sim Design

Enqueue: -
« Based on type of service and priority allocation Y nn Y nn YT
« Set the expected dequeue time for enqueued pkts = — o
Q S| | oo
Dequeue: — — —
a a a
« Packets always dequeued from PFIFO O first, then
PFIFO 1 and lastly PFIFO 2
« Packets are dequeued at their expected dequeue ‘
time if resources are available .
L]
Dequeue Event: Expected ]
Dequeue ---1f~~~z7--1 1 ettt B ey e
« Polling mode Time ] L IR |

« Based on switch processing rate set the events ‘

— |
Y
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P4sim Design
C: Supporting Modern P4 Architectures: Vimodel, PNA, PSA

Vimodel

PNA

PSA

Vimodel
-~ | |[E@Pp| | M | (E==2P
6.9 | = | m| (=0 |3
| | b
® | |=9p | IM| |=3p

P4 Portable NIC Architecture (PNA)

~ | [E==p i
% = 3 | T
A ¢ P [

Portable Switch Architecture (PSA)

N e )

] w

b
b
b
b

Provides a standardized
|:> description of BMv2's
forwarding pipeline.

* tomahawk-5 [11]
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P4sim Design

Protocol-independent data plane:

O P4 enables protocol-independent processing on P4 switches

Q But both sender & receiver side in ns-3 must support the custom header format
How to design a custom header? > Modify the Header!

O Define Header Layer (2, 3, 4)

. Custom . .
: Layer 2 : Veader | Layer 3 \ Layer4 |
O Select Placement Mode ] i e v i i ;
- ADD_BEFORE | ADD_AFTER | REPLACE | 3'";“§ """ | B ' '
Ethemet |2 o | = 8 Ipva uDP S
O Include Header Fields Header |8| 5 | & S| Header Header ayioa
mw| =

« proto_id — identifies next header type ! o]
« Other header field
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P4sim Design

D: Protocol-independent design: Enabling P4 Custom Header

Eth.etherType

= 0x800
(IPv4) m m

Network

Stack Eth | IPv4 | TCP | Payload
Custom ‘ Custom

NetDevice Header IPv4 | TCP Payload

UUU

Custom.NextProtocol
= 0x800
ust (IPv4)

Send Out

(Add the Custom Header)

In ns-3, upper-layer applications
(e.g., OnOffApplication) remain
unaware of the custom header,
allowing maximum reuse of
existing applications.

b

T @

—

P4 Switch Processing
(with Custom Header)

.

Eth.etherType

= 0x800
(IPv4) m m

Network
Stack Eth | IPv4 CP | Payload
Remove the
custom header
based on protocol type
Custom Custom
NetDevice Header IPv4 | TCP Payload

Custom.NextProtocol
= 0x800
(IPv4)

Receive

(Remove the Custom Header)
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P4sim Implementation
The Internal Structure of the P4 Switch Model (PSA) in ns-3

PSA model pkt processing pipeline + primitive actions (like Resubmit) + ns-3 configuration + P4 configuration

Switch Configuration from P4 Switch Configuration from ns-3
Control i Table : Port
P’arser Graphj Program I Action Set J (Conﬁgurationj ‘ (Buﬂer conﬁgs] (Swstch Rale] (Managementj ’

| I o yeecsswd Y ,,,,,,,,,,,,,,,,,,,,,,,,,, (ST SR 2 : ,,,,,,,,,,,,,,,,,,,,,,,,,, EReTR TSIy

;' _____ I_.________i____._______.!'_m_________i______'f______________..____________‘l _______ I —— :
i Input Buffer @i i v Ingress Pipeline i ; , Traffic Manager! i | & . Egress Pipeline i
I ! Programmable Match-Action ‘ : I ! I Programmable Match-Action I

Priority Programmable o ¥ _~Programmable o——— N H Programmable a4 Programmable

Queues Parser Stage 1 ... Stage N Deparser Queue Buffer H Parser Stage 1 ... Stage N Deparser

Y

Multicast
Unicast |
Clone Ingres; :|:|:|:|:| ¢J
to Egress .
ns-3
— :]:DD Scheduling— > .Pij >
L @

m| |23

=
= =0
[
{m[eL/ 1

. State I:l Menory (tables, registers) D ALU

A1

—‘ T Clone Egress to Egress (CE2E) T

Recirculate

dequeue

LA A A 4

aams
nann

AYAYAY
R

HOOE

Two key aspects: the buffer management and scheduling mechanisms configured Similarly, we also deployed

within ns-3, and the packet processing pipeline configured via the P4 program. V1imodel and PNA.

©
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Overview of Evaluation and Metrics

0 Detailed Goals
« High-performance event scheduling
« Extended P4 support
« Protocol-independent design
« Seamless integration with ns-3

4 Scope
« One evaluation for performance and design effectiveness
« Three use cases to show extended p4 support and protocol-independent design

O Evaluation Metrics
« Forwarding throughput
« Simulation execution time
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Evaluation

Performance and Runtime Overhead in Ipv4 forwarding scenario

Compare the P4sim switch with ns-3 bridge, and Mininet with BMv2 switch in IPv4 forwarding scenario.

The BMv2 emulation is integrated
and transformed into a simulation

within ns-3.
T I Il II
4 | ; t I . B b 7 .
10 - ¢ Mininet \\, : E )(
— p4sim \
a . e ns-3
2 10% e o
- : :
o
-81102
3 )( % )(K =
£ S i
o X :
3 10!
5
(@
0
e = % j
1 10 20 30 40 50 60 70 80 90 10d {03 10

Input Throughput (Mbps)

v" Support high performance

The P4 switch requires 3 times
the execution time compared to
the ns-3 bridge.

\ 7 ¢
7l
e ns-3 °
— x
< 10?; :
£ .
= Sele TN
T 10'; W
= p< % X . & 88
g T e
© [ ]
= 10°4 2
T L]
—-1 _
10 ? : : , , : : : : , = 1 :
1 10 20 30 40 50 60 70 80 90 10d {03 104

Input Throughput (Mbps)

v" Simulation has acceptable efficiency
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Use Cases: Easy to simulate the large-scale network

Test Setup:
O Settopology parameter. K=6

O Auto-generate network topology
« Total 45 switches

0 Auto-generate flow tables

« Populate all switches with ARP
and IPv4 entries

O Start simulation

O Tested 2s simulation use 55.601s, *(4

core, 8GB virtual machine)

Tier Quantity Switch ID
Core 9 0~8
Aggregation 18 9~26
Edge 18 27 ~ 44
Total Switches 45 —
Servers 54 —

v’ Support scalable and reproducible network simulation

TECHNISCHE P4sim: Simulating programmable switches in ns-3
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Use Cases

Load Balancing with P4 register and hash

O Host h1 - Host h4

Q Traffic Pattern:
« 1000 UDP flows
» Per-flow rate: 10 Mbps
« Total peak load: 10 Gbps

O Result:

« Near-equal traffic distribution across
both paths

« Confirms the efficacy of hash-based
ECMP strategy

v High performance with event scheduling
v Extended P4 Support

Spine

40G
links

Leaf

10G
links

10
28
Qo
&
5
o 6
ey
(<))
3 Tttt Tt
= (EH
il oy 4 - Il -
t —e— Input Traffic
% Received Traffic
oo —-== 50% Input Traffic |
Path A
[ path B
0 ; ; :
0 5 10 15 20 25 30 35 40

Simulation Time (s)
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Use Cases
Tunneling forwarding

Setup->

Q P4 script define the header:

header myTunnel t {
bit<16> proto_id;
bit<16> dst_id;

}

0 ns-3 script define the header:

CustomHeader myTunnelHeader;
myTunnelHeader.SetLayer(HeaderLayer: :LAYER_3);
myTunnelHeader.SetOperator(ADD _BEFORE);
myTunnelHeader.AddField("proto_id", 16);
myTunnelHeader.AddField("dst_id", 16);
myTunnelHeader.SetField("proto _id", ©0x0800);
myTunnelHeader.SetField("dst_id", ox22);

@ Tunneled pkts
@ Normal pkts

» Normal Path
—> Tunnel Path

> Frame 4: 1846 bytes on wire (8368 bits), 1846 bytes captured (B368 bits)
» IEEE 882.3 Ethernet
» Logical-Link Control
> Systems Network Architecture
v Data (187 bytes)
Data [..]:
[Length: 187]

dst_id

Eth.protocol proto id

Z \ EtherniRV4 Header

El ) ff ff ff ff ff @0 60 66 00 8P i
@010 |@@ 22(45 00 641 B @0 B3 00 00 40 11 @0 8@ @3 @1 - T.-eeee e e
@220 @1 01 Ba 01 01 B2 cB Pl 2e B B3 TO 6P GO BB BB - - - - - \-@----
pR3E PO 0D DO OD DO 0D DO G0 OD PO 0D OO OD BB @B BB .- e
pRAn 90 0D 00 GO DO 00 DO G0 OD PO OD OO OO BB @B BB - e
@E50 00 00 60 B0 OO0 B0 O PO OO DO OO GO BB BB BB BB - e
PRER AR A6 AR PR BB A6 OGP BB BR GR AO AR PO GR BB BR e s

v Support protocol-independent design
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Current examples

Simulation Parameters for P4 switch We will add all the tests for the example in pdsim, check dir examples_test_result :

In a P4 switch, the functionality is defined by the user's P4 program and the configuration of the flow table. But the Example Name Description Architecture

following parameters can also be configured in ns-3 ns3::P4SwitchNetDevice - basic_tunnel [1] Tunnel with custom header Vimodel

Parameter Description firewall [2] A basic stateful firewall V1imodel

EnableTracing Enable or disable tracing in the switch ipv4_forward Basic forwarding based on ip_dst Vimodel
EnableSwap Enable or disable swapping of the P4 configuration load_balance [3] | Load balancing in spine-leaf network Vimodel
P4SwitchArch Switch architecture: 0 for vimodel, 1 for PSA, 2 for PNA p4_basic [4] Basic forwarding based on ip_dst Vimodel
JsonPath Path to the compiled P4 JSON file (*json) qos Forwarding with priority Vimodel
FlowTablePath Path to the flow table configuration file simple_pna IPv4 forwarding with PNA architecture PNA
InputBufferSizeLow Input buffer size for low-priority packets (external packets) simple_psa IPv4 forwarding with PSA architecture PSA
InputBufferSizeHigh | Input buffer size for high-priority packets (internal packets) simple_vimodel | IPv4 forwarding with Vimodel architecture | V1model
QueueBufferSize Total size of the queue buffer
SwitchRate Switch processing rate in packets per second (pps) Ta b I e: exam p | es of th e useca Sesl fro m G |th u b:
ChannelType Channel type: 0 for CSMA, 1 for point-to-point (P2P), default is CSMA p4si m-a rtifa ct-i chn 53

Table: Basic simulation configure parameters
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Conclusion and Future Work

P4sim: an enhanced P4-driven simulation framework
O High-speed, large-scale programmable data plane networks
0 Extended P4 support with V1Imodel, PSA and PNA architectures
O Protocol independent custom headers design

0 Seamless integration external modules from Bmv2 into ns-3

Evaluation shows:
QO Efficiency and precision in packet processing and queue management

O Improves simulation fidelity and scalability

Future work:
O Integrate the link state awareness

0 More use cases and examples

TECHNISCHE P4sim: Simulating programmable switches in ns-3
UNIVERSITAT TU Dresden / Mingyu Ma
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(e)
P4sim Artifacts

P4sim: https://github.com/HapCommSys/p4sim
Artifact: https.//github.com/HapCommSys/p4sim-artifact-icns3
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P4sim Design
Three types of switch modeling approaches

Existing switch modeling approaches in ns-3 can be broadly categorized into three types:

- Dedicated Switch Models (e.g., iSLIP, CICB [3])
« Custom scheduling/buffering models
« Simulates internal data paths, not programmable logic

« Specialized Behavior Models (e.g., ECN [4], INT [5])
« Simulate specific behaviors only
» Lack support for general-purpose programmable pipelines

« External Modules
« Easy integration with real-world control plane APIs
« Reuse mature external libraries and protocol implementations (e.g., OpenFlow [2])
« Lower development effort when only high-level switch behavior is needed

P4 already have the behavior model (Bmv2) libraries - External Module

TECHNISCHE P4sim: Simulating programmable switches in ns-3
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P4sim Design

Virtual Time in ns-3
* ns-3 uses discrete-event simulation with a virtual time scheduler

« All events (packet arrivals, queueing, transmissions) are timestamped and executed without real wall-
clock time

« This ensures precise timing control and reproducibility in simulations

« Align P4 packet processing with ns-3's virtual time:
« Schedule dequeue as a virtual-time event

« Key Differences from Traditional Switch Models:
* Programmable switches have dynamic behaviors (recirculation, drop, resubmit)

« Packet output time and order may change depending on the P4 program, making timing unpredictable
without virtual time alignment

« Solution: Reschedule the event (e.g., due to recirculation or dependency) for the next switch processing
cycle, preserving correct timing semantics.

TECHNISCHE P4sim: Simulating programmable switches in ns-3
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Evaluation
Use Cases: Load Balancing

Network Topo

» Source: Host h1

 Traffic Pattern:

« 1000 UDP flows Figure 6: Spine-Leaf Network Topology for

- Per-flow rate: 10 Mbps ECMP Load Balancing

« Total peak load: 10 Gbps 101 ¢ | a

« Traffic model: OnOffApplication 2 o e

«  ON/OFF periods: Exponentially g
distributed £ ¥ i

* Result: % 4 i:\ i" =35 mput_"in;%ﬁc [

« Near-equal traffic distribution across & | N Eg;j'lﬁ‘fjj;arjf';c_
both paths ¢ ¥ it

« Confirms the efficacy of hash-based ° o 15 20 25 30 3 40
ECMP Strategy Simulation Time (s)

Figure 7: Throughput of Hosts and Paths
in Load-Balancing System
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P4sim Design

Enqueue: .
« Enqueued into bands based on type of service and 1Y nn Y onn Yoo
priority allocation on P4 o — ~
: O O @)
+ Calculate the expected dequeue time T,ypeq i L L coe
I m o
Dequeue: e A -
» Packets always dequeued from PFIFO O first. Then PFIFO |
1 and lastly PFIFO 2 -
[]
« Within each band, packets are eligible for dequeue at |
their T,xpeq, but actual dequeue occurs only if resources  Expected u
permit (Ratesyiccn). | I | A I
T L
exDeq Enq Ratequeue > O |
Texpeq: The expected dequeue time for packet Figure: Per-Queue Rate Configurable PFIFO
TEnq: The enqueue timestamp model (from Bmv2)

Rategyeqye: The rate settings of the queue

TECHNISCHE P4sim: Simulating programmable switches in ns-3
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P4sim Implementation
The Overview of the P4sim

P4CoreVimodel P4CorePsa P4SwitchCore bm: :switch (extern) NetDevice
+ PktInstanceTypeVlimodel + PktInstanceTypePsa # m_switchId —| >
- m_switchRate - m_switchRate # m_switchNetDevice
- m_totalPacketRate - m_totalPacketRate # m_enableQueueingMetadata
- m_virtualQueueRate - m_nbQueuesPerPort # n_dropRort P4SwitchNetDevice CsmaNetDevice P2PNetDevice
- m_nbQueuesPerPort - m_egressTimeEvent # m_thriftCommand - jsonbath = m Raier
- m_egressTimeEvent - input_buffer > # m_destinationlist - m_flowTablePath A - m_deviceFactory
- input_buffer - egress_buffer # m_addressMap - m_switchRate : - m_p4ProtocolNumber
- egress_buffer . - m_thriftPort
gt tAb P SetEgressTimerEvent() N — - m_node P4Helper SetCustomHeader()
= SRR Ier CalculateScheduleTime() " - m_channel - m_deviceFactory RestoreHeaders()
| - m_argParser
SetEgressTimerEvent() MulticastPacket() - m_P4CoreModel | . | 5 T o L et
) - m_mirroringSessions < SetDeviceAttribute() > AddHeader ()
CalculateScheduleTime() SetQueueDepth()... - m_ports Install() sendFrom()
MulticastPacket() SetQueueRate()... InitializeSwitchFromP4]son() - m_rxCallback :
SetQueueDepth()... LoadFlowTableToSwitch() - m_promiscRxCallback \i/
SetQueueRate()... ExecuteCliCommands() - BufferSizeConfigs Cretorieatias
P4PnaNic ConvertToNs3Packet() DoInitialize() el
+ HeaderlLayer
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Figure 4: UML Diagram of P4 Switch Implementation
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