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Artifact: https://github.com/HapCommSys/p4sim-artifact-icns3



P4sim: Simulating programmable switches in ns-3
TU Dresden / Mingyu Ma
29.10.2025

Folie 2

Motivation:          Language and Programmable Data Plane

/* -*- P4_16 -*- */
#include <core.p4>
#include <arch_specific.p4>

control Ingress() {

}
…

Pipeline (Parser(), Ingress(),
Egress() … ) main;

Customized
Packet Processing

Logic

P4 Code P4 Programmable Data Plane Target
(e.g., Bmv2*, Tofino)

Developer

Build a “new switch” in
“compilation time”

Programming Protocol-independent Packet Processors (P4) is a domain-specific language for programming 
protocol independent packet forwarding.

• Enables rapid adaptation to new protocols
• Provides fine-grained control over network 

behavior
• Improves flexibility and scalability

* Bmv2: Behavioral Model version 2
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In the last past 5 years, P4 has received widespread attention in network community.

P4 Accelerates the Evolution of Networks:
a. In-network computing: NetCache, SwitchML ...
b. Congestion control: HPCC, BFC ...
c. Load balancing: HULA …
d. Network measurement: In-band Telemetry, Sketches ...

1

P4 makes Network Better!

2 ns-3 is a discrete-event network simulator widely used for research and 
education, providing a flexible and modular platform for modeling internet 
protocols and network systems. It enables realistic simulation of wired and 
wireless networks, supporting detailed performance evaluation and 
reproducible experimentation.

—What if we bring P4 into ns-3?

Motivation:          Language and Programmable Data Plane

* Figures generated by ChatGPT Sora

*

*
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P4 & ns-3Bmv2T4P4SNet-FPGA /
Smart NICTofinoP4 Platform

Efficient, scalable, and 
reproducible network 

simulation

Learning & 
debugging

(Single Switch)

High-performance 
packet processing 

(DPDK)

Hardware 
acceleration

Production-level 
deploymentBest for

Table: Comparison of P4 platforms: hardware-based, software-based emulation, and 
simulation.

Related Work
Programmable switch platforms & Our Goal

Our goal is to provide a more practical, complete, and accurate P4 simulation framework by integrating P4 
behavior model into ns-3—enabling scalable, cost-effective, and reproducible protocol design exploration.
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Related Work
P4 Integration Attempts

The are three related work integrate P4 into ns-3:

LimitationsDescriptionModules

• Manual adjustments and build code, low 
modularity and traceability

Generate C code using T4P4S and 
compile it alongside the ns-3 simulation 
code

NetDevices [6]

• Only single-path simulation
• No routing and time-aware modeling
• Not event-driven

Partially Integrates the BMv2 into the 
traffic control modulens3-bmv2 [7]

• Lacks queuing and time-aware modeling
• Not event-driven 
• Unable to implement protocol-independent 

features

Partially Integrates the BMv2 into the 
Bridge NetdeviceNS4 [8, 9]

Table: Comparison of the modules simulating P4 in ns-3.
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 High-performance Event Scheduling
A. Modeling P4 Switch

B. Queue Scheduling & Virtual Time Alignment

 Extended P4 Support
C. Supporting Modern P4 Architectures: V1model, PNA, PSA

 Protocol-independent Design
D. Enabling P4 Custom Header

 Seamless Integration with ns-3
• Compatible with existing ns-3 modules

• Tested with both Waf and CMake build systems

Overview of P4sim Design 
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P4sim Design
A: Modeling P4 Switching

P4 switch design based on bridge net device, include the 
external bmv2’s behavior model, and extend with External 
Modules like OpenFlow switch [2]:

 Hardware management part (ns-3 configure):
• Port management
• P4 switch architecture
• P4 related configuration (P4 script, flow table entries )
• Buffer configuration (size & number)
• Switch rate configuration with pps
• …

 Programmable switching part (P4 configure):
• P4 script  Initialization P4SwitchCore
• Flow table entries  configure P4SwitchCore
• …
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P4sim Design
A: Modeling P4 Switching

Buffers:

• Input buffer, Queue buffer

Packets metadata:

• standard_metadata defined by P4 scripts (User)

• intrinsic_metadata defined by P4 arch

• queueing_metadata defined by P4 arch

• Error information (for example parser error)

Packets processing actions register (V1model):

External actions Add-on: hash, random, meter, counter, checksum

bit63 ................................................................................................................ Bit0  [Address Shift & Mask]
| ResubmitFlag (16) | LF_FieldList (16)  | Clone_FieldList (16) | Clone_SessionID (16) |
| (unused)                    | NS_Address (16) | NS_Protocol (16)        | RecirculateFlag (16)    |
| User allocated in P4 scripts …..   |
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P4sim Design
B: Queue Scheduling & Virtual Time Alignment

Enqueue: 

• Based on type of service and priority allocation

• Set the expected dequeue time for enqueued pkts

Dequeue:

• Packets always dequeued from PFIFO 0 first, then 
PFIFO 1 and lastly PFIFO 2

• Packets are dequeued at their expected  dequeue 
time if resources are available

Dequeue Event:

• Polling mode

• Based on switch processing rate set the events
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P4sim Design
C: Supporting Modern P4 Architectures: V1model, PNA, PSA

Provides a standardized 
description of BMv2’s 
forwarding pipeline.V1model

PNA

PSA

* NetFPGA SUME [10]

* tomahawk-5 [11]
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P4sim Design
D: Protocol-independent design: Enabling P4 Custom Header

Protocol-independent data plane:

 P4 enables protocol-independent processing on P4 switches

 But both sender & receiver side in ns-3 must support the custom header format

How to design a custom header? Modify the Header!

 Define Header Layer (2, 3, 4)

 Select Placement Mode
• ADD_BEFORE | ADD_AFTER | REPLACE

 Include Header Fields
• proto_id → identifies next header type
• Other header field
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P4sim Design
D: Protocol-independent design: Enabling P4 Custom Header

Sender Side
(Add the Custom Header)

P4 Switch Processing
(with Custom Header)

Receive Side 
(Remove the Custom Header)

In ns-3, upper-layer applications 
(e.g., OnOffApplication) remain 
unaware of the custom header, 
allowing maximum reuse of 
existing applications.
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Two key aspects: the buffer management and scheduling mechanisms configured 
within ns-3, and the packet processing pipeline configured via the P4 program.

P4sim Implementation
The Internal Structure of the P4 Switch Model (PSA) in ns-3

PSA model pkt processing pipeline + primitive actions (like Resubmit) + ns-3 configuration + P4 configuration

Similarly, we also deployed 
V1model and PNA.
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Overview of Evaluation and Metrics

 Detailed Goals
• High-performance event scheduling
• Extended P4 support
• Protocol-independent design
• Seamless integration with ns-3

 Scope
• One evaluation for performance and design effectiveness
• Three use cases to show extended p4 support and protocol-independent design

 Evaluation Metrics
• Forwarding throughput
• Simulation execution time
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Evaluation
Performance and Runtime Overhead in Ipv4 forwarding scenario

Compare the P4sim switch with ns-3 bridge, and Mininet with BMv2 switch in IPv4 forwarding scenario.

The BMv2 emulation is integrated
and transformed into a simulation
within ns-3.

The P4 switch requires 3 times
the execution time compared to 
the ns-3 bridge.

 Support high performance  Simulation has acceptable efficiency
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Use Cases: Easy to simulate the large-scale network
Large-scale network (Fat Tree)

Test Setup:

 Set topology parameter: K = 6

 Auto-generate network topology
• Total 45 switches

 Auto-generate flow tables
• Populate all switches with ARP 

and IPv4 entries

 Start simulation

 Tested 2s simulation use 55.601s, *(4 
core, 8GB virtual machine)

Switch IDQuantityTier

0 ~ 89Core

9 ~ 2618Aggregation

27 ~ 4418Edge

—45Total Switches

—54Servers

 Support scalable and reproducible network simulation
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Use Cases
Load Balancing with P4 register and hash

 Host h1  Host h4

 Traffic Pattern: 
• 1000 UDP flows
• Per-flow rate: 10ௗMbps
• Total peak load: 10ௗGbps

 Result: 
• Near-equal traffic distribution across 

both paths
• Confirms the efficacy of hash-based 

ECMP strategy

 High performance with event scheduling
 Extended P4 Support
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Use Cases
Tunneling forwarding

Setup

 P4 script define the header:

 ns-3 script define the header: 

header myTunnel_t {
bit<16> proto_id;
bit<16> dst_id;

}

CustomHeader myTunnelHeader;
myTunnelHeader.SetLayer(HeaderLayer::LAYER_3);
myTunnelHeader.SetOperator(ADD_BEFORE);
myTunnelHeader.AddField("proto_id", 16);
myTunnelHeader.AddField("dst_id", 16);
myTunnelHeader.SetField("proto_id", 0x0800);
myTunnelHeader.SetField("dst_id", 0x22); 

proto_iddst_id
Eth.protocol

Ethernet Ⅱ HeaderIPv4 Header

 Support protocol-independent design
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Current examples

Table: examples of the usecases, from Github: 
p4sim-artifact-icns3

Table: Basic simulation configure parameters 
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Conclusion and Future Work

P4sim: an enhanced P4-driven simulation framework

 High-speed, large-scale programmable data plane networks

 Extended P4 support with V1model, PSA and PNA architectures

 Protocol independent custom headers design

 Seamless integration external modules from Bmv2 into ns-3

Evaluation shows:

 Efficiency and precision in packet processing and queue management

 Improves simulation fidelity and scalability

Future work:

 Integrate the link state awareness

 More use cases and examples
P4sim Artifacts

P4sim: https://github.com/HapCommSys/p4sim
Artifact: https://github.com/HapCommSys/p4sim-artifact-icns3
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P4sim Design
Three types of switch modeling approaches

Existing switch modeling approaches in ns-3 can be broadly categorized into three types:

• Dedicated Switch Models (e.g., iSLIP, CICB [3])
• Custom scheduling/buffering models
• Simulates internal data paths, not programmable logic

• Specialized Behavior Models (e.g., ECN [4], INT [5])
• Simulate specific behaviors only
• Lack support for general-purpose programmable pipelines

• External Modules
• Easy integration with real-world control plane APIs 
• Reuse mature external libraries and protocol implementations (e.g., OpenFlow [2])
• Lower development effort when only high-level switch behavior is needed

P4 already have the behavior model (Bmv2) libraries  External Module
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P4sim Design
Queue Scheduling & Virtual Time Alignment

• Virtual Time in ns-3
• ns-3 uses discrete-event simulation with a virtual time scheduler
• All events (packet arrivals, queueing, transmissions) are timestamped and executed without real wall-

clock time
• This ensures precise timing control and reproducibility in simulations

• Align P4 packet processing with ns-3’s virtual time:
• Schedule dequeue as a virtual-time event

• Key Differences from Traditional Switch Models:
• Programmable switches have dynamic behaviors (recirculation, drop, resubmit)
• Packet output time and order may change depending on the P4 program, making timing unpredictable 

without virtual time alignment

• Solution: Reschedule the event (e.g., due to recirculation or dependency) for the next switch processing 
cycle, preserving correct timing semantics.
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Evaluation
Use Cases: Load Balancing

Network Topo

• Source: Host h1

• Traffic Pattern: 
• 1000 UDP flows
• Per-flow rate: 10ௗMbps
• Total peak load: 10ௗGbps
• Traffic model: OnOffApplication
• ON/OFF periods: Exponentially 

distributed

• Result: 
• Near-equal traffic distribution across 

both paths
• Confirms the efficacy of hash-based 

ECMP strategy

Figure 6: Spine-Leaf Network Topology for 
ECMP Load Balancing

Figure 7: Throughput of Hosts and Paths 
in Load-Balancing System
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P4sim Design
Simulation Time Representation in ns-3 & P4sim

Enqueue: 

• Enqueued into bands based on type of service and 
priority allocation on P4

• Calculate the expected dequeue time 𝑇௘௫஽௘௤

Dequeue:

• Packets always dequeued from PFIFO 0 first. Then PFIFO 
1 and lastly PFIFO 2

• Within each band, packets are eligible for dequeue at 
their 𝑇௘௫஽௘௤, but actual dequeue occurs only if resources 
permit (𝑅𝑎𝑡𝑒௦௪௜௧௖௛).

𝑇௘௫஽௘௤ = 𝑇ா௡௤ +
1

𝑅𝑎𝑡𝑒௤௨௘௨௘
𝑇௘௫஽௘௤: The expected dequeue time for packet
𝑇ா௡௤: The enqueue timestamp
𝑅𝑎𝑡𝑒௤௨௘௨௘: The rate settings of the queue 

Figure: Per-Queue Rate Configurable PFIFO 
model (from Bmv2)
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P4sim Implementation
The Overview of the P4sim

Figure 4: UML Diagram of P4 Switch Implementation


