
DVaaS Detective: 

The Case of the 

Failing Tests

Victor Rios (presenter), Steffen Smolka

P4-BAR



Test Outcomes

Debugging Pain



BEFORE:

Test Outcomes

Debugging Pain



BEFORE:

Test Outcomes

Debugging Pain

L3 Unicast 

& TTL 0?

Unsorted

L3 

Multicast



AFTER:

BEFORE:

Test Outcomes

Debugging Yay

L3 Unicast 

& TTL 0?

Unsorted

L3 

Multicast



AFTER:

BEFORE:

Test Outcomes

Debugging Yay

L3 Unicast 

& TTL 0?

Unsorted

L3 

Multicast

L3 Unicast 

& TTL 0/1

L3 

Multicast

L3 Unicast

Acl Punt
IP-in-IP & 

VLAN



Agenda

Debugging Pain

Solution: DVaaS Detective

Background and Problem with DVaaS

Status & Future Work



Test the 

dataplane

Switch

P4 Info

Prod 

Entries

DVaaS

Dataplane Validation as a Service (DVaaS)



DVaaS

Test the 

dataplane

Switch

P4 Info

Prod 

Entries

Switch 

under test

Dataplane Validation as a Service (DVaaS)

This is 

the input!

Summary

Test Outcomes

This is the 

output!



DVaaS

Test the 

dataplane

Switch

P4 Info

Prod 

Entries

Switch 

under test

Input 
Packets

P4-Symbolic

Packet 

Synthesizer

Dataplane Validation as a Service (DVaaS)

Summary

Test Outcomes

This is 

the input!

This is the 

output!



DVaaS

Test the 

dataplane

Switch

P4 Info

Prod 

Entries

Switch 

under test

Simulator

(BMv2)
Input 

Packets

P4-Symbolic

Packet 

Synthesizer

Dataplane Validation as a Service (DVaaS)

Summary

Test Outcomes

This is 

the input!

This is the 

output!



DVaaS

Test the 

dataplane

Switch

P4 Info

Prod 

Entries

Switch 

under test

Simulator

(BMv2)
Input 

Packets

P4-Symbolic

Packet 

Synthesizer

Expected 
Output 
Packets

Actual 
Output 
Packets

Dataplane Validation as a Service (DVaaS)

Summary

Test Outcomes

This is 

the input!

This is the 

output!



DVaaS

Test the 

dataplane

Switch

P4 Info

Prod 

Entries

Switch 

under test

Simulator

(BMv2)
Input 

Packets

P4-Symbolic

Packet 

Synthesizer

Expected 
Output 
Packets

Actual 
Output 
Packets

Verify 

Match
Summary

Test Outcomes

Dataplane Validation as a Service (DVaaS)

This is 

the input!

This is the 

output!



DVaaS

Test the 

dataplane

Switch

P4 Info

Prod 

Entries

Switch 

under test

Input 
Packets

P4-Symbolic

Packet 

Synthesizer

Expected 
Output 
Packets

Actual 
Output 
Packets

Verify 

Match
Summary

Test Outcomes

Test Outcome

Simulator

(BMv2)

Dataplane Validation as a Service (DVaaS)

This is 

the input!

This is the 

output!



DVaaS

Test the 

dataplane

Switch

P4 Info

Prod 

Entries

Switch 

under test

Input 
Packets

P4-Symbolic

Packet 

Synthesizer

Expected 
Output 
Packets

Actual 
Output 
Packets

Verify 

Match

Input 
Packet

Expected 
Output 
Packets

Summary

Test Outcomes

Test Vector Test Outcome

Simulator

(BMv2)

Dataplane Validation as a Service (DVaaS)

This is 

the input!

This is the 

output!



DVaaS

Test the 

dataplane

Switch

P4 Info

Prod 

Entries

Switch 

under test

Input 
Packets

P4-Symbolic

Packet 

Synthesizer

Expected 
Output 
Packets

Actual 
Output 
Packets

Verify 

Match

Input 
Packet

Expected 
Output 
Packets

Actual 
Output 
Packets

Match 

Result

Summary

Test Outcomes

Test Vector Test Outcome

Simulator

(BMv2)

Dataplane Validation as a Service (DVaaS)

This is 

the input!

This is the 

output!



The Problem With DVaaS

Summary

Test Outcomes

● DVaaS excels at finding issues

We found

an issue



The Problem With DVaaS

Summary

Test Outcomes

● DVaaS excels at finding issues

● Not so much at explaining issues

What feature 

is broken?!



The Problem With DVaaS

Summary

Test Outcomes

● DVaaS excels at finding issues

● Not so much at explaining issues

● Tons of micro-level details

What feature 

is broken?!

Test Outcome

== RESULT ==========================================
Expected: DATAPLANE packet gets forwarded (1 copies)

Actual: DATAPLANE packet got dropped
== INPUT ===========================================
type: DATAPLANE
packet {

port: "1"
headers {

ethernet_header {
ethernet_destination: "ff:ee:dd:cc:bb:aa"

...
== EXPECTED OUTPUT =================================
packets {

port: "8"
headers {

ethernet_header {
ethernet_destination: "06:05:04:03:02:01"

...
== ACTUAL OUTPUT ===================================
<drop>
== EXPECTED INPUT-OUTPUT TRACE (P4 SIMULATION) =====
Table 'acl_table': miss
Table 'ipv4_route_table': hit

Match: ipv4_dst: 10.0.0.0/8
Action: forward(port: 42)

Primitive: 'mark_to_drop' (routing.p4(275))
...
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Expected: DATAPLANE packet gets forwarded (1 copies)

Actual: DATAPLANE packet got dropped
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type: DATAPLANE
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port: "1"
headers {

ethernet_header {
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...
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DVaaS Detective: Found the following pattern(s)that match FAILING TEST VECTORS:
- IF # expected output packets >= 3

&& admit_to_l3 table hit == TRUE
THEN test vector FAILS

* coverage: 67%, accounting for 100 out of 150 failing test vectors
* accuracy: 100%, 150 out of 150 test vectors that match the conditions fail
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DVaaS Detective: Found the following pattern(s)that match FAILING TEST VECTORS:
- IF # expected output packets >= 3

&& admit_to_l3 table hit == TRUE
THEN test vector FAILS

* coverage: 67%, accounting for 100 out of 150 failing test vectors
* accuracy: 100%, 150 out of 150 test vectors that match the conditions fail

The Solution: DVaaS Detective
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● Macro-level analysis on test outcomes
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DVaaS Detective Design Principles

● Synthesize information-dense signal from large amount of noisy data

● Maximize signal and minimize noise ⇒ Large signal-to-noise ratio

○ Noise: Amount of content outputted

○ Signal: Useful Information received by user

● Treat user attention as a precious and highly-limited resource
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● We are gaining experience with the technique at google :)

● Significantly helped explain issues (avoided extensive labor)

● Quality benchmarking with case studies guide development



Status

Future Work

● More rigorous feature engineering (empirical right now)

● Identifying and providing example test outcomes

● LLM and Agentic AI

● We are gaining experience with the technique at google :)

● Significantly helped explain issues (avoided extensive labor)

● Quality benchmarking with case studies guide development
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