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A “Simple” Problem
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Routing Load Balancing Access Control

Routing Abstraction

Match 

Action

Match 

Action
Match 

Action

Match 

Action

Switch Driver

ar.p4 jun.p4 mnox.p4
cisco.p4



What can we know in advance?
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table l2 {
keys = {

ether.type : exact;
ipv4.dst : ternary;
ipv6.dst : ternary; }

actions = 
{ route; drop; NoAction; } 

}

Safety



table l2 {
keys =
{ ether.type : exact;

ipv4.dst : ternary;
ipv6.dst : ternary; }

actions = 
{ route; drop; NoAction; }

}

ether.type = 0x86DD ⇒
ipv4.dst = DONT_CARE

Control Specs

ether.type = 0x0800 ⇒
ipv6.dst = DONT_CARE



Checking 

Control Specs

ether.type = 0x86DD ⇒
ipv4.dst = DONT_CARE

ether.type = 0x0800 ⇒
ipv6.dst = DONT_CARE

type ipv4.dst ipv6.dst action

0x0800 10.0.1.10 * route(99)

0x86DD * DECA:FBAD:: route(32)

0x0800 * 00DD:BA11:: route(88)

* * * drop

ether.type = 0x0800 ⇒
ipv6.dst = DONT_CARE



Routing 

Abstraction
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Safety
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Is 𝜑 actually safe? 

→Verification

→ Inference



p4v(      ,     )

P4 Verification [Liu et al. SIGCOMM ‘18]
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Inference of Control Specifications [OOPSLA’ 24]

Capisce(      ) =P4 𝜑



Capisce: Algorithm Overview:
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Evaluation on Real Programs



Manual Audit of Control Specifications
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What can we know in advance?

Capisce

𝜑 is the most permissive safe spec

𝜑 ensures no runtime bugs (safe)

𝜑 is efficient to compute and check



What can we know in advance?

Routing 

Abstraction Driver
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Action
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Spectacle:
Can new.p4 modulo 𝜓
realize all required behaviors? 



route.apply();
nexthop.apply();
rewrite.apply();

old.p4 new.p4
𝜑 𝜓~
Compatibility



Spectacle: Proving Compatibility

Match 

Action 
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Match 
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𝜑 𝜓

route.apply()
nextHop.apply();
rewrite.apply();



route.apply()
nextHop.apply();
rewrite.apply();

ipv4.dst action

10.0.1.10 route(99,ca:f3)

* drop()

ipv4.dst action

10.0.1.10 next(99)

* drop()

ipv4.dst action

10.0.1.10 write(ca:f3)

* drop()



route.apply()
nextHop.apply();
rewrite.apply();

ipv4.dst action

10.0.1.10 route(99,ca:f3)

* drop()

ipv4.dst action

10.0.1.10 next(99)

* drop

ipv4.dst action

10.0.1.10 write(ca:f3)

* drop



Well-Formedness Constraints

Match 

Action 
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Forward

Backward

t = forward(s); 
s’ = backward(t);
assert s’ = s

s = backward(t); 
t’ = forward(s);
assert t’ = t



Well-Formedness Constraints (with state)

Match 

Action 

Tables
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Action 

Tables
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Forward

Backward

(t, 𝑦) = forward(s, 𝑥); 
(s’, z) = backward(t, 𝑦);
assert s’ = s && 𝑦 = 𝑧

(s, 𝑦) = backward(t, 𝑥); 
(t’, z) = forward(s, 𝑦);
assert s’ = s && 𝑦 = 𝑧

Symmetric Lenses [Hoffman, Pierce, Wagner. POPL’11]



old.p4 new.p4
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Backward

Lots to verify…..

Forward

∀𝑠, 𝑡. 𝑠 ⊨ 𝜑 ∧ 𝒇𝒐𝒓𝒘𝒂𝒓𝒅 𝑠 = 𝑡 ∧ 𝑡 ⊨ 𝜓
⇒ ∀ 𝑝𝑘𝑡. 𝒐𝒍𝒅 𝑠, 𝑝𝑘𝑡 = 𝒏𝒆𝒘 𝑡, 𝑝𝑘𝑡

∀𝑡, 𝑠. 𝑡 ⊨ 𝜓 ∧ 𝒃𝒂𝒄𝒌𝒘𝒂𝒓𝒅 𝑡 = 𝑠 ∧ 𝑠 ⊨ 𝜑
⇒ ∀ 𝑝𝑘𝑡. 𝒐𝒍𝒅 𝑠, 𝑝𝑘𝑡 = 𝒏𝒆𝒘 𝑡, 𝑝𝑘𝑡



A New (and really old) Idea: Lens Contracts
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Constraint Maintainers [Meertens ‘98] 



Tables Tables

𝜑 𝜓

Lens Contract 𝜗

old.p4 new.p4

𝒇𝒐𝒓𝒘𝒂𝒓𝒅 𝑠 = 𝑡 ⇒ 𝑠, 𝑡 ⊨ ϑ

𝑠, 𝑡 ⊨ ϑ ⇒
𝒐𝒍𝒅 𝑠, 𝑝𝑘𝑡 = 𝒏𝒆𝒘(𝑡, 𝑝𝑘𝑡)

𝒃𝒂𝒄𝒌𝒘𝒂𝒓𝒅 𝑡 = 𝑠 ⇒ 𝑠, 𝑡 ⊨ ϑ



Verifying Equivalence via Product Programs

old.p4 new.p4

𝑠, 𝑡 ⊨ ϑ ⇒ 𝒐𝒍𝒅 𝑠, 𝑝𝑘𝑡 = 𝒏𝒆𝒘(𝑡, 𝑝𝑘𝑡)

prod.p4

Rename all

identifiers

old’.p4 new’.p4;

Encode Disequality

as a bug



A Lens Contract is a (Product) Control Spec

old.p4 x new.p4𝜗p4v(     ,          )
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Compatible



Proofs in Spectacle:



Control Specifications

SpectacleCapisce
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