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A “Simple” Problem

Software Defined Network
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What can we know in advance?

Routing —
Abstraction | Driver
Match Match
Action Action

old p4

new. p4
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table 12 {

keys = {
ether.type : exact;

ipv4.dst : ternary;

ipve.dst : ternary; }
actions =

{ route; drop; NoAction; }
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Control Specs

ether.type = 0x86DD =
ipv4.dst = DONT_CARE
table 12 {
keys =
{ ether.type : exact;
ipv4.dst : ternary;
ipve.dst : ternary; }
actions =
{ route; drop; NoAction; }
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Checking
Control Specs

ether.type = 0x86DD =
ipv4.dst = DONT_CARE

ether.type = 0x0800 =
ipve.dst = DONT_CARE
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Routing

Abstraction

Is ¢ actually safe?

- Verification
- Inference
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P4 Verification [Liu et aI SIGCOMM 18]
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Inference of Control Specifications [OOPSLA’ 24]
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Evaluation on Real Programs

Program Program Paths Result Time (s)  Explored Paths Spec AST Size  Explored Ratio
Program Program Paths Result Time (s) Explored Paths ci-spec Size  Explored Ratio
ABSURD PROGRAMS
ts-switching 21 L 0.160 2 1 0.095 ABSURD PROGRAMS
mc-nat 39 €L 0.089 1 1 0.026 ecmp 102 L 0.320 4 1 0.039
FIXES T0 ABSURD PROGRAMS fabric 133365047559893 L 7.3 5 1 3.7x 107
ts-switching-fixed 21 T 0.030 0 1 0.0 netchain 26726780 L 27 7 1 2.6x1077
mc-nat-fixed 39 T 0.027 ] 1 0.0
TriviAL PROGRAMS
TrIvIAL PROGRAMS arp 95 T 0.027 0 1 0.0

resubmit 9 T 0.028 o 1 0.0 linearroad 54477696 T 0.054 0 1 0.0
netpaxos-acceptor 0.116 T 30.0 0 1 0.0 simple-nat 5548 T 0.034 0 1 0.0
ecmp 102 T 0.030 0 1 0.0
hula 3629 T 0.068 0 1 0.0 NONTRIVIAL PROGRAMS
ndp-router 3843 T 2.9 0 1 0.0 resubmit 9 @ 0.016 2 17 0.22

NONTRIVIAL PROGRAMS ts-switching 21 @ 0.10 1 4 0.048
arp 95 @ 5.0 0.016 349 0.17 me-nat 39 @ 0.27 3 21 0.077
heavy-hitter-2 267 @ 0.29 3 26 0.011 netpaxos-acceptor 116 @ 0.12 1 4 0.0086
heavy-hitter-1 327 @ 0.60 7 90 0.021 heavy-hitter-2 267 @ 88 15 233 0.056
flowlet 649 ? 1.8 ? 127 0.014 heavy-hitter-1 327 ® 0.10 11 187 0.034
simple_nat 66531 @ 5.2 54 1421 0.00081 flowlet 649 0 79 15 490 0.023
@7-multiprotocol 54459 @ 16 143 3138 0.0026
netchain 26726780 @ 29x10% 264 11658 9.9%107° hula 3629 ? 0.39 1 ? 0.00028
linearroad 54477696 timeout ndp-router 3843 [ 40 36 824 0.0094
fabric 133365047559893 timeout @7-multiprotocol 54459 @ 30 232 5034 0.0043

SpEC SMELL PROGRAM FIXES SpEC SMELLs & FIXES

heavy-hitter-1-fixed 327 @ 0.63 7 107 0.021 ecmp-fixed 102 @ 0.28 3 34 0.029
linearroad-fixed 54477696 @ 5.9x10° 3236 179885 5.9x 1073 mc-nat-fixed 27 T 0.029 0 1 0.0
fabric-fixed 133365047559893 @ 1.2x10° 653 41140 49x 10712
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Manual Audit of Control Specifications

Obligatory
Wildcard
Prohibited
Action
Timeout
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What can we know in advance?

Routing
Abstraction

Capisce
@ ensures no runtime bugs (safe)

@ is the most permissive safe spec
@ is efficient to compute and check
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Routing
Abstraction

Spectacle:

Can new.p4 modulo ¢
realize all required behaviors?

R



nexthop.apply();
rewrite.apply();

route.apply();
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nextHop.apply();
rewrite.apply();
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10.0.1.10
* drop()

route. apply () nextHop.apply();

rewrite.apply();
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ipv4d.dst

10.0.1.10 route(99,ca:f3)

* drop

nextHop.apply();
rewrite.apply();
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Well-Formedness Constraints

t = forward(s);
s’ = backward(t);
assert s’ = s

Action Action s = backward(t);
Tables Tables t’ = forward(s);
assert t’ =t
Backward
m n :ZiLEJNDATON



(t, y) = forward(s, x);
(s’, z) = backward(t, y);
assert s’ =s && y=z

Action Action
Tables Tables (s, y) = backward(t, x);
(t’, z) = forward(s, y);
Backward assert s’ = s && y =1z

Symmetric Lenses [Hoffman, Pierce, Wagner. POPL’11]
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Action Vs,t.sE @A forward(s) =tAt EY
Tables = V pkt.old(s, pkt) = new(t, pkt)

Vt,s. t EyY Abackward(t) =sAs E @
= V pkt.old(s, pkt) = new(t, pkt)
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A New (and really dld) ldea: Lens Contat

Constraint Maintainers [Meertens ‘98]

Action Action
Tables Tables

Backward
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forward(s) =t=(s,t) 9
backward(t) =s = (s,t) E9

(s,t) E9=>
old(s,pkt) = new(t, pkt)
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Veritying Equivalence via Product

e ——

| Encode Disequalit
Rename all as a bug *
identifiers
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A Lens Contract is a (Product) Control Spec

Forward = 9
Backward = 9

e — \/
p4v ( , ) - Compatible
* £
Unknown
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Proofs in Spectacle:

assume_ eq@@lens (copy Nxt Rte) @@
annotate eq@@ifthen2 (Nxt dst, Rte dst)(
lens (compose Nxtport Grp Rtepry) @@
assume_ eq @@
assign2 port (Nxtport dst, Rteprr dst) @@
assignl smac dmac @@
lens (copy Nxtdmac Rtedmac) @@
assume_ eq @@
assign2 dmac (Nxtgmac dst, Rtegmac dst)
skip) @@ skip
assert_ eq

10x 2 =x® Qupe & Quut A Qpart A Qunsc, Q% Qups A Qunac

2.Tp = (Fudgey. Riegee ) - 01, 63(LR) = Vx.L(x) = R(x)

3. Ty 2 (ReWrtgnac, Rlega,c) 1 6

4.T £ {(Fwd, Rewrt), Rte) : 2, 02((Li, L2}, R) 2 & (Li, R) A 82(La. R}

5.T+ {Q} port := (Pudpre (dst™), Regpre (dst™)} {Q)

6.Tp - Q = Qust A Fuwdpre(dst!™) = Rteper (dst™)

.rQ=0

8T, Q=0

9.T, + {Q) port := (Fwdpey (dst'™), Fudyee (dst'™)) (Q)

10. = copy : 8

1. F {Q} (Fwdpyer, Rtegry ) = config copy; port := (Fwdyee (dst), Riegee (dst)) {Q}

12T+ (@} {Fuwdpee, Rteper ) config copysport := (Fudyeq (dst), Rteyy (dst)) {Q)

13T+ {Q} skip {Q}

14.TF QA Fwd(dst) = O, and T+ Q A ~FudidstV) = Q

L.TrO=Q

16.T F {Q A —Fwd(dst™™)} skip {Q}

17.T F {Q A Fwd(dst'™) ) (Fudprr, Riegee) «— config copy;port := (Fwdye (dst'™), Reeg o (dst™)) {Q)}

18.T F (Q = Fwd(dst!™) = Rie(dst™®))

19.T F {Q} if ((Fwd{dst'™), Rte(dst™)})) {{Fwdee, Riggee ) o o H{skip} {Q}

20. - F {Qunac A Qport A Qusy } smac = dmac {Q}

21+ Q = Qunse A Qport A Qust

22. -+ {Q} smac : = dmac {Q}

23. Ty F {Qups A Rewrtamae (d5t™) = Ritanse (dst'?) ) diac : = (Rewrtamae (dst), Rieanse (dst) ) {Q)

24. T F O = Qust A Opart A Qumar A Rewrtamsc(dst' ) = Ritanae (dst'™)

BT rQ=Q

26.Ty - {Q} dmac := (Rewrtanac (dst'”), Reeanac{dst'”)) {Q}

27 -+ {Q} (Rewrtynac, Rtegns: ) + config copy:dmac := (Rewrhgae (d5t'), Rtegns: (dst)) {0}

28. -+ {Q} smac : = dmac; (Rewrtdnsc, Rtednac ) +— config capy: -+ {Q}

29.T + {Q} smac : = dmac; {Rewrtdmac, Rteanac } +— config copy; - {Q}

30.T + Q = Rewrt(dst') = Ree(dst’™)

3L.TF QA Rewrt(dst!) = @

32T+ {Q A Rewrt(dst™) | smac : = dmac; {Rewrlnsc, Rednac) +— config copy: -+ - {Q}

33.T+ Q A ~Rewrtidst') = @

WTrQ=Q

35.T + {Q A =Rewrt(dst') } skip {Q}

36.T + {Q} if({Rewrt(dst!™), Rie(dst™)}) {smac : = dmac; - - - }H{skip} {Q}

7.7+ {Q} iF((Fwd(dst!™), Ree(dst® 1)) L} ..} 17 (Rewrt (dst!™)), Ree(dst 1)) (. }(...} {Q}

38, Fodup: 6y
{{ Fwd, Rewrt), Rte(dst)) «— config dup;

39, {Q} ( 1F({Fwd (dst'"), Reetdst'™ ).
1F({(Rewrt(dst!), Ree(dst) ) {._}H.

b @)

Assioy

CrxQuant, VEtry,
VERIFY, ¥
VWEAKEN(T)
SuBsUME(S, 6, 8)

see Fig. 7

BiND(10,5)
WeAKEN(11)

Skre

CTxQUANT. VERIFY,
VWEAKEN(T)
SussuME(13 = 15)
SussUME(12, 14,15)
CTXQUANT, VERIFY,
I¥(16 - 18)

Assioy

VERIFY,
SursUME(20,20,7)
AssiN

CTXQUANT, VERIFY,
VWEAKEN(T)
SuBsUME(23 — 25)
Binn(10,26)
SeQ(22,27)

WEAKEN (28)
CTXQUANT, VERIFY, v
CTXQUANT, VERIFY, v
SuBsUME(29 - 31)
CTXQUANT, VERIFY,
CTxQUANT. VERIFY,
Sunsume(13, 33, 34)
(30, 32, 35)
SeQ(37,19)

see Fig. &

Bun(39,37)
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