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Why Bloom Filter (BF) ?
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Programmable data planes are powerful in terms of flexibility,
scalability, and line-rate packet processing capabilities.

But they offer limited memory space due to high-cost
restrictions, known as TCAM / SRAM.

Bloom filter (BF) is a probabilistic data structure that works
space-efficient and enables fixed query time.

But BF may generate false-positive results.
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Bloom Filters in Network Flow Tracklng

Bloom Filter Comparison
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*Tracking network flows with P4 (2018)

As new elements are added, the accuracy decreases since the BFs fill up over time.

L
N " Each protocol in the network is associated with predefined timeout values, why don’t
we construct a data structure that ensures time-based up-to-dateness and efficiently
removes outdated entries from the Bloom Filter?
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Add and Delete Operations in UBF

Calculate the timestamp
difference(ts_diff)

A

YES—’[ Increase register_value by 1 J

ts_diff < epoch_time ?

BF entry appears outdated, thus setting
register value to 1 means to delete the
outdated entry and also insert a new
one in a single write operation.

~
N

AY

Add new element to UBF

[ Update the timestamp ]<—~

NO { Set register_value to 1 }—‘

Calculate the timestamp
difference(ts_diff)

ts_diff < epoch_time ? YES—>[ Decrease register_value by 1 }

NO

|

register_value ==

Set register_value to 0
Set timestamp to 0
I

: YES
The bloom filter value J
appears outdated, thus
clearing the register value

[Set timestamp to 0 }

—
T

Delete element from UBF -j
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Performance Measurement of UBF

1000 ms duration & 10° packets per second

N ‘ size=6.25MB size=0.IMB—&
100 ‘»‘ ey size=1.56MB size=0.05MB—+—
I | A ’ " size=0.39MB——
1000. i
t,=t [NEl 2. [ ... EE 16. B b
| Epoch Window | epoch_time=15ms §
)
t,=t+1|tms| 2. | 3 | .. |15.|16 |27 100 =
ms 3
: : 2
N Epoch Window | epoch_time=15ms, ppe=15K
Increased Epoch Window |
epoch_time=150ms , ppe=15K

01234567 89101112131415

Example illustration of increasing epoch time for 1Mpps Number of S YN per second [Mpps]
p 1 THE
I
FOUNDATION

> %



Use Case 1: SYN Flood Attacks
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(a) SYN Proxy

* ConPoolUBF: Connection pooling and updatable Bloom filter based SYN
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P4 Switch
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(b) SYN Authentication

flood defense in programmable data planes

i3 - il
> addToBloom()
4 SYN + ACK
._AE!S._’ verifyBloom()
allocatePoolResource()
HTTP GET
—P> HTTP GET
HTTP 200 OK ‘M
EIN + ACK releasePoolResource()
4 FIN + ACK
ACK >
et - ey

)
.Connection Pool

(c) Proposed Model
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Attacker

. | Flood DNS
H Queries

-‘\' ’.

DNS
Response

Add 1 token to
bucket and

forward the packet

P

Botnet

Adding 1 token

Token

/ DNS Server

DNS Query

Benign User

Is bucket empty ?

Deleting 1 token

Delete 1 token
from bucket and
forward the packet

Token

Available Tokens in
Bucket

Modified Token Bucket Algorithm

T
1
—

Client | | Paswitch | | DNS Server
i 1
DNS Query-1 > DeleteOneToken() DNS Query-1 "
DNS Query-2 p>| |DeleteOneToken() DNS Query-2>
DNS Query-3 p>| |DeleteOneToken()  DNS Query-?a>
DNS Query-4
> X Drop() - No Token Available
DNS Response-1 < DNS Response-1
AddOneToken()
DNS Response-2 DNS Response-2
gddOneToken()
< DNS Response-3 < DNS Response-3
AddOneToken()
DNS Query-5
P+ |DeleteOneToken()  DNS Query-5
|
DNS Response-5 < DNS Response-5
AddOneToken()

cql=3
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Calculate the
timestamp
difference (ts_di

ts_diff < DNS_timeout
AND
availabe_token =0

Src_IP
Dst_IP
Dst_Port
Protocol

NO

BF entry appears outdated, thus
setting register value to 1 means to
delete the outdated entry and also
insert a new one in a single write
operation.

ts_diff < DNS_timeout

YES

Increase register_value
by 1

[

{ Set register_value to 1 J

]

Update
timestamp

(a) Processing DNS Queries

Calculate the
timestamp
difference(ts_diff)

Checking if
BF becomes .
em

Compute
Bloom Hash

Dst_IP
Src_IP
Src_Port
Protocol

[ Set timestamp to 0 ]‘—YES

&/ zr% Uz
z&///.{ “ﬁﬁnv\(

[

NO
YES l
¥
Decrease Set register_value to 0

f

register_value by 1

J

Set timestamp to 0

The BF value
appears outdated,
. thus clearing the
register_value ==0 ? BF bucket
(b) Processing DNS Responses
THE
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Time-Based Punishment with UBF

Attacker Detection Methods

m Attackers continue querying despite having no
token YES

s Sending DNS queries more frequently than the
inter-query time threshold

Calculate the
timestamp
difference (ts_diff

ts_diff < DNS_timeout
AND

TS for Punishment time availabe_token = Q.
TS in BF receiving
data [ |
} i } } i >
tl tz t t3 t+ tp Time YES
e e
P . rop time
ts_dif f =ty-t1 ts_dif f = t3- (t+ty)
*t, = ' i THE
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Rate Limiter Tests

—— 2048 Attackers (droprate = 22.50%)

20 —+— 1024 Attackers(drop.rate = 57.65%) i —— 2048 Attackers (drop_rate = 34.96%)
—— 512 Attackers (drop_rate — 86.83%) 20 —+— 1024 Attackers(drop_rate = 69.06%)
18 —+— 256 Attackers (drop_rate = 90.4%) —— 512 Attackers (drop_rate = 90.42%)
Benign Clients (drop_rate = 1.08%) 18 —+— 256 Attackers (drop_rate = 99.71%)
Total malicious qps = 20000, m=1096 Benign Clients (drop_rate = 0.00%)

Total benign qps = 320, egl=8, {,=1000s Total malicions gps = 20000, rn=8192

Total benign qps = 320, cql=12, ¢,=1000s

DNS Query Rate (x1000 gps)
DNS Query Rate (x1000 gps)
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Time (s)
DDoS Performance for Authoritive Name Server DDoS Performance for Recursive Name Server

(1ys=0,04ms , 0,,=0,045ms) (1ys=405ms , 0,,:=612ms)
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Use Case 3: DNS Firewall

| Victim | |  Paswitch | | Open DNS Server |
i R T
DNS Query-1 > DNS Query-‘
DNS_Transaction ID
Dst 1P Add_Query_To_BF()
., Src_Port
. .....
Spoofed DNS e, DNS Response-1 DNS Response-1
i Queries : Amplified DNS‘ < Verify_Query_on_BF() Pass
- Responses Delete_Query_From_BF()
Attacker .
l“‘- \’
Lot Target / Victim x < Reflected DNS Response
Verify_Query_on_BF() Fail !
Botnet drop()
Open DNS Servers - - ==
1 ] .
DNS Amplification UBF Based DNS Firewall Packet Processing

(one-to-one mapping)
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How to incorporate fragmented DNS packets into
stateful tracking ?

Extension Mechanisms for DNS (EDNSOQ) enables a
DNS server to send DNS responses larger than 1500
bytes through IP fragmentation.

Fragmented DNS responses do not adhere to a one-
to-one mapping. Also the upper headers only appear
in the first fragment in IP fragmentation

Solution: A second UBF was created to track
fragmented packets named Fragment_BF.

Is it the first
fragment packet ?

NO

Is the fragment in
Fragment_BF ?

éféﬁm /o #/#n e

Tracking of Fragmented DNS Responses

) /

YES

YES
—

Is the response in
DNS_Query_BF?

[ Forward

o)

[ Add to Fragment_BF ](—'

YES { Drop i——J
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UBF Performance on DNS Amplification

100 - 1
90 -
80 f
70 ] * HELP4DNS: Leveraging the
< 60 i programmable data plane for
g effective and robust defense
5 s0f ] .
g’ against DDoS attacks on DNS
40 - =
30 b
20 - .
size=0.05MB —=—size=0.1MB
10| —©size=0.39MB  ——size=1.56MB |
——size=6.25MB
inter_fragment_timeout = 20 us ‘ ! ‘ | ! ! !
5 10 15 20 25 30 35 40 45 50 55 60 65 70
DNS Amplification Attack Volume [Tbps]
p UBF accuracy for varying DNS amplification attack volumes 1 THIE
FOUNDATION



e
4

VS, .,
Updatable Bloom Filter in Action

s Tracking of SYN packets in TCP 3-way handshake
UBF is
= Adaptive rate limiting of DNS queries

m Simple in design
= One-to-one mapping based tracking of DNS packets

_ Efficient in execution
s Tracking Fragmented DNS responses -

» Robust against diverse of attack

m Time based punishment of attackers :
scenarios

s Measuring inter-query time
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