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FPGA + P4 + AlI/ML

Multi Layer Perceptrons (MLP)
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Volumetric Firewall example

Weekly Unique Identities Used (lag0)]

Traffic and Unique ldentities by IP Address

¥ Dys of Tradic, Labe 2322

Bensgn

Malscious
o+
&
Bﬁ
u-u:&mﬁ-cr

O OO O

Weekly Trafic (kg0

altera

Source is F5.com

Altera Confidential



FPGA + P4 + AI/ML
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P4 as Al/ML feature extractor

® The P4-defined data plane determines the number of SYN packets received in a given
time (a sampling period)

e The Al inference engine decides whether the observed pattern is a SYN FLOOD attack or
not, depending on trained data (4-11M inferences per second are made, depending on
the ML model used).
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Preparing a model for Al/ML

Feat
exiraction SYN Flood ML
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Tools to be used for Al/ML generation for FPGA

eAltera Al Suite for FPGA
eHLS4AML
e Matlab Deep Learning toolbox

qlltcerQ Altera Confidential
n Intel Company



What P4 feature are extremely useful?

eCounters (both in the code and used as externs)
eRegisters for determining the rate of packets
eGeneric externs for connecting some Al/ML stuff
e Arithmetic and logical operations
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