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State-of-the-art packet-splitting solutions increase NFs throughput

Improve NF Performance
Better CPU cache exploitation

On

Free up Bandwidth
” Reduce the number of dedicated NF servers

Lower energy consumption

Complex Deployment

"K’ Require end-host modifications

Require available shared resources
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Shared resources are
not available in all
operational scenarios!

RDMA Server

*******
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ASIC switch
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ASIC switch
Local Storag
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Remove only 160B before NF

sending payloads to the NF
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ASIC switch

Store a fraction of the payload Local Storag

into the limited switch SRAM \ _________________________
P2 < ------------------- 5 |
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ASIC switch
“BEe)] e
N
input '{:CE} ------------------- - k] | {é} output
Split | P | Merge
v
NF
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SRAM allows storing .
only a part of ASIC switch

Local Storag

each payload!

Limited gains

Pl ey
input § ¢ > P output
o — , h!| p1 | P2
Split Merge

NF
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Can we store the entire payload within the switch
without requiring external devices?
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Exploit the switch shared buffer to store payloads

Ingress

™

‘xin: Core ldea: A Queue-Based Packet Storage

Packet Buffer

(shared among all the pipes)

Egress
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Exploit the switch shared buffer to store payloads

™ Packet Buffer
|ngreSS (shared among all the pipes) EgreSS
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Exploit the switch shared buffer to store payloads
v/ Large shared buffer X No programmatic access

How can we access the packet buffer?

™ Packet Buffer
|ngre55 (shared among all the pipes) EgreSS

Egress Ports
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@ Engueued packets implicitly control the buffer memory
Y
\/ Hold payloads in the port queues until
the processed header from the NF is returned!
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©) Would it work for real?
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ASIC switch
Port Queues
PIIPIP)
b
| A
input  § € ol PP output
iy
Split Merge
H
9 5-500ps
h Payload could be released before the
NF corresponding header is back!

How can we control the queues?
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= by the time required for NF processing
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@ Congest the egress queues to delay payloads release
= by the time required for NF processing
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‘Q‘y Recirculate payloads until headers are ready
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SE Create copies of payloads to fill up the queues
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56



ahy

#2y, . ~
(ks TurboSwitch @ Recirculate payloads until headers are ready
N =
—
(5

recirgulation
ASIC switch
Port Queues

PIlPIP)

1 B s Header Ready?

input § & d | v output
Split Merge

hINF

57



ahy

#2y, . ~
(ks TurboSwitch @ Recirculate payloads until headers are ready
N =
—
(5

recirgulation
ASIC switch
Port Queues
PIPIRP]
’ :
input § & d | v output
h
Split Merge
NF

58



ahy

£, o o _ .
sty TurboSwitch \"‘!) Recirculate payloads until headers are ready
- |
recirculation
ASIC switch
Port Queues
PIPIP)
’
input  § o€ d 1 Yy output )
’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’ » [h'o
Split Merge
NF

59



ahy

ofF 5 o VO,
(ks TurboSwitch @ Recirculate payloads until headers are ready
N =
—
(5

recirgulation
ASIC switch
Port Queues
PIPIP)
’
input § ¢ d | v output
-"""""""---------"i ---------------------- » h'u p
Split Merge
NF

60



ahy

o b S |
sxras TurboSwitch Ku‘y Recirculate payloads until headers are ready
N =
(S
@ Queue self-clocking
ASIC switch ‘
Port Queues
PIPIP)
’
input  § o€ d 1 Y output
h o, S —
Split Merge
NF

61



ahy

#5, . —~
ik TurboSwitch @ Recirculate payloads until headers are ready
N =
 —
(5

@ Queue self-clocking

ASIC switch ‘

Port Queues
PIPIRP]

’ 2

input § & d | v output
Split Merge

h;

NF

62



ahy

Tty TR |
sxras TurboSwitch Ku‘y Recirculate payloads until headers are ready
st =
(S
@ Queue self-clocking
ASIC switch ‘
Port Queues
‘ p p p ““““““““““ pl
’
input  § o€ d 1 Y output
h,|p, __________________________________________________
Split Merge
hy
NF

63



ahy

oot b |
sxras TurboSwitch Ku‘y Recirculate payloads until headers are ready
st =
(S
@ Queue self-clocking
. ‘ P1]]
ASIC switch
Port Queues
plleflp]
’ =
input  § € d | Y output
ha|p; ____________________________________
Split Merge
h h
Y ONF

64



ahy

FeTs : S : .
(xtiy Ty rboSwitch Ku‘y Recirculate payloads until headers are ready
N =
(5
@ Queue self-clocking
ASIC switch ‘
Port Queues
p PP
Pa \ .
™ =
input oY | Y output
Split Merge
h h
~ NF
hy

65



ahy

Tty TR |
sxras TurboSwitch Ku‘f) Recirculate payloads until headers are ready
N =
(S
@ Queue self-clocking
ASIC switch ‘
Port Queues
plleflp]
el
input  § o€ d 1 Y output
he| pg| [hs|ps] |halpy S
Split Merge
h h
" NF
h;

66



ahy

L, . Pow)
sty TurboSwitch Q‘?} Recirculate payloads until headers are ready
st =
 —
(8

@ Queue self-clocking

ASIC switch

ffffffffffffffffffffffffffffffffff
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Port Queues

input

Y
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2
___________________ : P1
. |ps
Is Header Ready?
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4x Recirculations
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@ Queue self-clocking » A1 A At steady state, # recirculations is predictable

Queue latency converges to t
w/o setting any parameter!

he correct value

<

ASIC switch
Port Queues

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

input

A\ 4

Y
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L®)

o
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I~
7]

4x Recirculations
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How do we control
the number of required copies
to get 40us delay?
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gTHE TurboSwitch glg Create copies of payloads to fill up the queues
®

N

Use Queue Stats to compute | ASIC switch
the number of required copies! Port Queues

\ MR v
Controller |

input $S R

output

\ 4

\ 4

How do we control
the number of required copies
to get 40us delay?
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* Intel Tofino ASIC

—~
®4) Recirculate payloads » * FastClick Forwarder NF = 20pus Average Latency
e 100Gbps wiring

What are the NF latency gains of TurboSwitch?

->= TurboSwitch (Header)
-©- Baseline (Header+Payload)
—¢— Queueing Time (Payload)

®-C--0-- - -@--®-= SeIf—cIocklng to the correct delay!
B--®--@-_ 3 Aot

Is TurboSwitch really self-clocking?

Median latency [us]
H N WP UTO Jd O

O OO OO OO o o
| | | | | | |

10 20 30 40 50 60 70 80
Offered throughput [Gbps]

o
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Median latency [us

Evaluation

S :
Ku‘f) Recirculate payloads

Is TurboSwitch really self-clocking?

oe]
o

70 A

PN WPHS Ul O
O OO OO oo
I N N N

* Intel Tofino ASIC

* FastClick Forwarder NF = 25us Average Latency

e 100Gbps wiring

Queue size grows linearly
w.r.t. input throughput

oK
-©- TurboSwitch (Header) — @L—
-3~ Baseline (Header+Payload) 2 5K JRd
—¢ Queueing Time (Payload) v Y
—_ 4K_ /@’
() e
N 3K -
H-O--0-- - - - - 2 —F
S5 2K B
Q /gy’
8 1K @&~
I I I I I I I I O I I I I [ [ [ [
O 10 20 30 40 50 60 70 80 O 10 20 30 40 50 60 70 80

Offered throughput [Gbps]

Linear relationship between
payload queueing time and queu

e size

Offered throughput [Gbps]
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‘Q‘y Recirculate payloads

Is TurboSwitch really self-clocking?

oe]
o

—

70 A

O BNe)}
o O
L

N W
o O
L

Median latency [us
N
o

=
o
|

-3~ TurboSwitch (Header)
—©- Baseline (Header+Payload)
—¢— Queueing Time (Payload)

®-C--0-- - -9 -9

o
o

10 20 30 40 50 60 70 80
Offered throughput [Gbps]

Queue size [cells]

* Intel Tofino ASIC

* FastClick Forwarder NF = 25us Average Latency

e 100Gbps wiring

6K
5K
4K
3K
2K
1K+

0

0O 10 20 30 40 50 60 70 80

Offered throughput [Gbps]

Average number of
recirculations

N (OV)

[

0

|
o

\\@\\
O-s-6-

0O 10 20 30 40 50 60 70 80
Offered throughput [Gbps]
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S :
Ku‘y Recirculate payloads

Is TurboSwitch really self-clocking?

o¢]
o

—

70 A

O BNe)}
o O
L

N W
o O
L

Median latency [us
N
o

=
o
|

-3~ TurboSwitch (Header)
—©- Baseline (Header+Payload)
—¢— Queueing Time (Payload)

®-C--0-- - -9 -Q-

o
o

10 20 30 40 50 60 70 80
Offered throughput [Gbps]

Queue size [cells]

* Intel Tofino ASIC

* FastClick Forwarder NF = 25us Average Latency

e 100Gbps wiring

More recirculations
to keep a steady state

~1 recirculation per packet

6K
5K
4K+
3K
2K
1K+

I
@

0

0O 10 20 30 40 50 60 70 80

Offered throughput [Gbps]

Average number of
recirculations

N OV

=

0

o€

\\@\
~®--
S-6-o__

0O 10 20 30 40 50 60 70 80
Offered throughput [Gbps]
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S :
Ku‘y Recirculate payloads

* Intel Tofino ASIC
* FastClick Forwarder NF = 25us Average Latency
e 100Gbps wiring

Is TurboSwitch really self-clocking?

Turboswitch improves NF performance by inducing self-clocked congestion!

o¢]
o

Median latency [us]

-3~ TurboSwitch (Header)
—©- Baseline (Header+Payload)
—¢— Queueing Time (Payload)

®-C--0-- - -9 -Q-

PN WPL ULO
O OO OO OO Oo
I N N I N B

o

10 20 30 40 50 60 70 80
Offered throughput [Gbps]

oK
—_ 5 37 @
7 5K - A2 \
% ’ (]L) n N
O /@ O c \
—_— 4K_ /®/ E.Q ®\

= 2 - ~

N i 25 ©--e.
w 3K o v 3 e
S 2K+ @ 30 1A
o @ o 2
& 1K1 @ z

0 0

0O 10 20 30 40 50 60 70 80
Offered throughput [Gbps]

0O 10 20 30 40 50 60 70 80
Offered throughput [Gbps]
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= * Controller = 1pus Queue Stats Update Delay

Can TurboSwitch’s controller enforce the correct delay to payloads?
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o =0, o
cxry Eyaluation

S&‘}”%X%?‘e’gg

e Python Simulator — 20us NF Processing Latency

—l
$|:| Create copies of payloads » * 100Gbps w/ Poisson arrival (64B-1.5KB pkt size)
= * Controller = 1pus Queue Stats Update Delay

Can TurboSwitch’s controller enforce the correct delay to payloads?

24 1 1 1 1
max
X, XX
.3'. 29 - 066 .......... 6‘ .......... & & @ O
? _ < Stable payload latency at ~22us
o) min
w 20 :
] NF Processing Latency ATV 99-perc
18 =
T | | | | 1
0 20 40 60 80 100

Offered throughput [Gbps]
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ik Evaluation

oc
S&‘}”%%X%?‘e’gg

e Python Simulator — 20us NF Processing Latency

—l
$|:| Create copies of payloads » * 100Gbps w/ Poisson arrival (64B-1.5KB pkt size)
= * Controller = 1pus Queue Stats Update Delay

Can TurboSwitch’s controller enforce the correct delay to payloads?

24 e — — 1500
max —_—
X, KX %)
(%) S0 X
|2-| 22 - O....é.........é .......... 6 .......... 6 ....... ‘6““&----0‘ & 1000 |
> ()
O N
5 min n
% 20 S
LU NF Processing Latency ... 99-perc qz) 500 -~
18 .
T 1 1 1 1 T 0 1 1 T T
0 20 40 60 80 100 0 20 40 60 80 100

Offered throughput [Gbps] Offered throughput [Gbps]
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g 3 1
ik Evaluation

—
SE Create copies of payloads

e Python Simulator — 20us NF Processing Latency
* 100Gbps w/ Poisson arrival (64B-1.5KB pkt size)
* Controller = 1pus Queue Stats Update Delay

Can TurboSwitch’s controller enforce the correct delay to payloads?

24 1 1 1 1
max
X ) GRLD ¢
%) .0
3 29 - 066 .......... 6‘ .......... A oo @ O
>
2 :
o min
w 20 :
1 NF Processing Latency ATV 99-perc
18 g -
| | | | | |
0 20 40 60 80 100

Offered throughput [Gbps]

Less incoming packets,
controller creates more copies

l More incoming packets,

controller creates less copies

1500 X

' X
2 1000 - — e
()
N 0. ..
D Og - x.
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Can TurboSwitch’s controller enforce the correct delay to payloads?

TurboSwitch correctly sizes queues to enforce the NF processing latency!
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The TurboSwitch system:

* Presents a packet-splitting approach that does not require external resources
* Proposes a queue-based buffer to store payloads on existing ASIC switches
* Reduces NF processing time with zero configuration

* Spurs a question on whether expose APIs for controlling the forwarding buffer



