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In-Network Cryptography

The use of cryptography  in the data plane has shown potential to improve 
anonymity, DDoS defense and BFT protocol design.
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In-Network Cryptography for SCION

The lack of cryptographic accelerators in networking 
hardware has precluded cryptographic computations 
in the network core.
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Architectures such as SCION are restricted to 
implementations in software with throughputs of tens 
of Gbps at best.

Emerging Internet architecture designs advocate for 
per-packet cryptographic verifications.



Terabit speed programmable switching architectures, such as PISA, offer a 
clear opportunity to implement cryptographic primitives in the data plane.

Programmable Terabit Switching Architecture
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Cryptographic Primitives on PISA Switches
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Minimum number of pipeline stages for a 128-bit input



Target Properties for a MAC on PISA
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Our answer is P4Chaskey!



The Chaskey MAC Algorithm

Permutation-based MAC algorithm for 32-bit microcontrollers:
• Processes a message m into l  blocks of n = 128  bits each through π permutation 

rounds.
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Chaskey’s Operations
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Chaskey for a 128-bit Input Message
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P4Chaskey Design & Implementation



P4Chaskey Design



Current Round: 0P4Chaskey Control Flow
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Current Round: 0P4Chaskey Control Flow
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Current Round: 0P4Chaskey Control Flow
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Current Round: 4P4Chaskey Control Flow
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P4Chaskey Control Flow
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Current Round: 4



Current Round: 4P4Chaskey Control Flow
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P4Chaskey Permutation Round
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P4Chaskey Operation on Tofino 1
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How did we evaluate P4Chaskey?



Evaluation Targets

P4Chaskey correctness was assessed by using the results obtained with 
Chaskey’s C implementation[1].

Our evaluation has two main targets:
• Demonstrating that our design and P4 implementation of Chaskey for PISA is the 

first that enables computing a MAC using a 128-bit key without packet recirculation.
• Measuring the resource usage of P4Chaskey on the target switch platforms.
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[1] https://mouha.be/wp-content/uploads/chaskey12.c

https://mouha.be/wp-content/uploads/chaskey12.c


Number of pipeline passes for a 128-bit input message

Comparison Against State-of-the-art Solutions
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Resource usage: Tofino 1 & Tofino 2

24

<= Pipeline Length

Almost no memory used

Moderate control flow logic



Integrating P4Chaskey With Other P4 Programs

In our public repository on github, we have provided an example of using 
P4Chaskey as a control block into a generic P4 program.

• Small reflector program that verifies IPv6 addresses before forwarding.

We are currently integrating P4Chaskey into the desing of a SCION border 
router in P4 that includes some of the EPIC[1] security extensions.
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[1] Markus Legner, Tobias Klenze, Marc Wyss, Christoph Sprenger, Adrian Perrig. 2020. EPIC: Every Packet Is Checked in the Data Plane of a Path-Aware Internet. 



Conclusion

We presented P4Chaskey, the first data plane 
implementation of a MAC algorithm for PISA that:

• Uses 128-bit security.
• It executes in a single pipeline pass (Tofino 2) for 

inputs up to 128-bits.

Our evaluation has shown that:
• It requires fewer pipeline passes than state-of-the-

art implementations.
• Its resource usage allows for other data plane 

functionality to be executed in parallel.
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