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1. Background: SCION Architecture

Path-based Network Architecture

Control Plane - Routing

<+ Constructs and Disseminates
Path Segments

Data Plane - Packet forwarding

<+ Combine Path Segments to Path

<+ Packets contain Path

<+ Routers forward packets based on
Path
P Simple routers, stateless operation

SGION
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1. Background: SCION Architecture
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Packet P1
Control Plane - Routing FCaA
<+ Constructs and Disseminates A-1=J-M
Path Segments M—P-S
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Data Plane - Packet forwarding

<+ Combine Path Segments to Path

<+ Packets contain Path

<+ Routers forward packets based on
Path
P Simple routers, stateless operation

SGION
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1. Background: SCION Architecture

Path-based Network Architecture

Packet P1
Control Plane - Routing FoCA
<+ Constructs and Disseminates A—1—J-M
Path Segments M—P-S
+ Payload E
Data Plane - Packet forwarding = —
<+ Combine Path Segments to Path
<+ Packets contain Path m—
<+ Routers forward packets based on F+D—B
Path B—K—L
P Simple routers, stateless operation L—0—S
5 E Payload E
SCGION




8 | 28.10.2024

0TTO VON GUERICKE "
UNIVERSITAT I N F FAKULTAT FUR EuroP4 2024 (7t Edition)
MAGDEBURG INFORMATIK ICNP Workshop

2. Motivation

K/
L. %4

SCION solves many issues of today’s Internet

«+ How can legacy IP applications use the SCION network?

SCION Internet

AS 16

SCION
&

<4— SCION Links

<« |P Links
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2. Motivation

K/
L. %4

SCION solves many issues of today’s Internet

«+ How can legacy IP applications use the SCION network?
> Use SCION-IP-Gateway (SIG) (Current SoA)u;
» Tunnels IP over SCION

SCION Internet

» Complex encapsulation

» Have to exchange IP routes
with each other

»> NoO communication between
SCION and IP apps

[1] L. Chuat, M. Legner, D. Basin, D. Hausheer, S. Hitz, P. Miiller, and A. Perrig, The Complete Guide

to SCION. Springer, 2022 <«— |P Links

<4— SCION Links
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2. Motivation

K/
L. %4

SCION solves many issues of today’s Internet

«+ How can legacy IP applications use the SCION network?

> We propose the SCION IP Translator

SCION Internet

» Allows IP applications to use
the SCION network

> Allows communication
between SCION and IP
implementations of an app

W

SCION-IP
Translator

<4— SCION Links

<« |P Links
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3. Concepts - Deployment

+ Independent SCION-IP translator

SCION Internet

Translator
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3. Concepts - Deployment

+ Integrated SCION-IP translator

SCION Internet

Translator
+

Router
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3. Concepts - Translating |IP addresses to SCION
« SCION addressing: ISD — AS — Host Address
Example server: 1 18  fd00::0d93
+ Encode SCION addresses in IPv6 (“SCION-mapped IP”)
IPv6: IPv4:
128-bit IPv6 address 128-bit IPv6 address
8 bit [ 12bit [ 20 bit | 24 - m bit m bit 64 bit 8 bit | 12bit | 20 bit | 24 bit | 32 bit | 32 bit
global routing prefix subnet ID | interface ID global routing prefix interface ID
SCION prefix ‘ ISD ‘ ASN ‘ local routing prefix | subnet ID | interface ID SCION prefix | ISD ‘ ASN ‘ 0 0x0000fftf ‘ TPv4 address
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3. Concepts - Translating |IP addresses to SCION

« SCION addressing: ISD — AS — Host Address
Example server: 1 18  fd00::0d93

+ Encode SCION addresses in IPv6 (“SCION-mapped IP”)
fc

> 8 Bit global SCION prefix

IPv6: IPv4:
128-bit IPv6 address 128-bit IPv6 address
8 bit 12 bit [ 20 bit [ 24 - m bit m bit 64 bit 8 bit | 12bit | 20 bit | 24 bit | 32 bit | 32 bit
global routing prefix subnet ID | interface ID global routing prefix interface ID
SCION prefix | ISD | ASN | local routing prefix | subnet ID | interface ID SCION prefix | ISD ‘ ASN ‘ 0 0x0000ffff ‘ IPv4 address
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3. Concepts - Translating |IP addresses to SCION

« SCION addressing: ISD — AS — Host Address
Example server: 1 18  fd00::0d93

+ Encode SCION addresses in IPv6 (“SCION-mapped IP”)
fc00:1

» 12 Bit ISD number because currently assigned from range 64-4094

IPv6: IPv4:
128-bit IPv6 address 128-bit IPv6 address
8 bit 12 bit [ 20 bit [ 24 - m bit m bit 64 bit 8 bit | 12bit | 20 bit | 24 bit | 32 bit | 32 bit
global fouting prefix subnet ID | interface ID global routing prefix interface ID
SCION prefix | ISD | ASN | local routing prefix | subnet ID | interface ID SCION prefix | ISD ‘ ASN ‘ 0 0x0000ffff ‘ IPv4 address
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3. Concepts - Translating |IP addresses to SCION

« SCION addressing: ISD — AS — Host Address
Example server: 1 18  fd00::0d93

+ Encode SCION addresses in IPv6 (“SCION-mapped IP”)
fc00:1000:18

> 20 Bit ASN because current BGP allocation from block below 2219

IPv6: IPv4:
128-bit IPv6 address 128-bit IPv6 address
8 bit | 12 bit | 20 bit 24 - m bit m bit 64 bit 8 bit | 12bit | 20 bit | 24 bit | 32 bit | 32 bit
global fouting pfefix subnet ID | interface ID global routing prefix interface ID
SCION prefix | ISD | ASN | local routing prefix | subnet ID | interface ID SCION prefix | ISD ‘ ASN ‘ 0 0x0000ffff ‘ IPv4 address
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3. Concepts - Translating |IP addresses to SCION

« SCION addressing: ISD — AS — Host Address
Example server: 1 18  fd00::0d93

+ Encode SCION addresses in IPv6 (“SCION-mapped IP”)
fc00:1000:718xx:xxxx::0d93

» 64 Bit Interface ID for simple host address assignment

IPv6: IPv4:
128-bit IPv6 address 128-bit IPv6 address
8 bit [ 12bit [ 20 bit | 24 - m bit m bit 64 bit 8 bit | 12bit | 20 bit | 24 bit | 32 bit | 32 bit
global routing prefix subnet ID | interface ID global routing prefix interface ID
SCION prefix | ISD | ASN | local routing prefix | subnet ID | interface ID SCION prefix | ISD ‘ ASN ‘ 0 0x0000ffff ‘ IPv4 address
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3. Concepts - Translating |IP addresses to SCION

« SCION addressing: ISD — AS — Host Address
Example server: 1 18  fd00::0d93

SCION Internet

+ Encode SCION addresses in IPv6 (“SCION-mapped IP”)
fc00:1000:718xx:xxxx::0d93

« All hosts need a
SCION-mapped IP additionally
to its existing IPv6

AS 24

fd00::1/64

» Legacy SCION traffic to fd0O::1

> |P traffic to SCION mapped IPv6
fc00:1000:18xx:xxxx::0d93

SCION-IP
Translator
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3. Concepts — ICMP-SCMP Translation

<+ Support for conversion of SCMP Code | 1CMP | scMP | Meaning
and ICMP
«» MTU exceeded to facilitate path 2 yes | yes Packet too big

MTU discovery (also when SCION-
IP conversion exceeds MTU)

< Path failures are not translated,
but used to inform path selection

» Choose another path
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3. Concepts — ICMP-SCMP Translation

« Support for conversion of SCMP
and ICMP

Code ICMP | SCMP

Meaning

+» MTU exceeded to facilitate path
MTU discovery (also when SCION-

Parameter problem

External interface down

IP conversion exceeds MTU) 4 yes | yes

. 5
+ Path failures are not translated, S R
but used to inform path selection ° A R

Internal connectivity down

» Choose another path
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4. Implementation

+ P4 implementation targeting Tofino 1 & Tofino 2

<« Translate IP to SCION

SCION Control Service

SCMP
Control Plane Packet
ICMP
Packets
ves Data Plane
IP »  ICMP?
Packet

Tofino
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4. Implementation

+ P4 implementation targeting Tofino 1 & Tofino 2

<« Translate IP to SCION

SCION Control Service

SCMP
Control Plane Packet
ICMP
Packets
yes Data Plane
SCION
IP [ 1IcMP? "] Path Lookup > Translate Addresses & » Insert Hop Fields >
Packet Insert Common Headers Packet
Tofino
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4. Implementation

+ P4 implementation targeting Tofino 1 & Tofino 2

<« Translate IP to SCION

SCION Control Service

Paths
gRPC SCMP
Control Plane Packet
ICMP On miss: Path Meta Hop Fields
Packets Request Path (Digest) Info Fields
yes Data Plane" |
Translate Addresses & . SCION
IP [ 1IcMP? "] Path Lookup > » Insert Hop Fields >
Packet Insert Common Headers Packet
Tofino
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4. Implementation

+ P4 implementation targeting Tofino 1 & Tofino 2

<« Translate IP to SCION

SCION Control Service

Paths
gRPC SCMP
Control Plane Packet
ICMP On miss: Path Meta Hop Fields
Packets Request Path (Digest) Info Fields
yes Data Plane" |
Translate Addresses & . SCION
IP [ 1IcMP? "] Path Lookup > » Insert Hop Fields >
Packet Insert Common Headers | —-‘ Packet
Tofino Recirculation
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4. Implementation

+ P4 implementation targeting Tofino 1 & Tofino 2

< Translate SCION to IP

Control Plane

Data Plane
SCION | || Parse Outer | | Calculate
Packet Headers Total Hdr Len

Tofino
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4. Implementation

+ P4 implementation targeting Tofino 1 & Tofino 2

< Translate SCION to IP

Control Plane

Data Plane Data Plane
SCION | || Parse Outer | | Calculate
Packet Headers Total Hdr Len T

Tofino Resubmit
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4. Implementation

+ P4 implementation targeting Tofino 1 & Tofino 2

< Translate SCION to IP

Control Plane

Data Plane Data Plane
SCION ||| Parse Outer | | Calculate Parse Outer Discard | Translate | | Validatelast || |IP
Packet Headers Total Hdr Len Headers SCION Path Addresses | »| Hop Field _.‘ Packet

Tofino Resubmit Recirculation
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4. Implementation

+ P4 implementation targeting Tofino 1 & Tofino 2

< Translate SCION to IP

ICMP
Control Plane >
Packet
SCMP
Packets
Data Plane Data Plane
SCION ||| Parse Outer | | Calculate Parse Outer Discard | Translate | | Validatelast || |IP
Packet Headers Total Hdr Len Headers SCION Path Addresses | »| Hop Field _.‘ Packet
Tofino Resubmit Recirculation
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5. Deployment
+ Resource Consumption in Tofino

« Only restricted by PHV registers, as every inserted hop field requires 12 byte of
space

Switch Generation Tofino 1 Tofino 2

Inserted hop fields per pass 16 24

Recirculations for MAC validation 5 2
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5. Deployment

+ Router is deployed in SCIERA (SCION Education, Research and Academic
Network)

IPv6
Wireguard ‘L

yIPVG Clients
[ [ ]
SCION Internet Q —> &-.

p 1]

|

l Tofino OPNSense

l SCION-IP Firewall Commodity

' Translator 10G Switch

' + Router

| Servers
I'Ipv6 AS
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6. Conclusion and Future Work
The SCION-IP translator...

« Enables legacy IP applications over SCION

+ Allows interconnection between IP and SCION implementations of an
application

+ |s easier to implement than the SIG (or rewriting applications to SCION)

We plan to...

+ Improve path selection to specific applications to improve connections
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Thanks for your attention!

E-Mails: Ischulz@ovgu.de
robin.wehner@ovgu.de



