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loT Security

» loT security is unignorable nowadays
— various loT malwares grow rapidly
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« EXxisting solutions of intrusion prevention systems (IPS)
— Hardware IPS
— SDN + VNF (e.qg., Zeek)

= trade-off between performance and cost
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 SDN-based IPS
— Interact with SDN controller
— external VNF Is time-consuming
— long response time

» P4-assisted IPS
— enable In-switch processing

— fast neural-network computing
on switch CPU

— shorter response time
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Flow Filtering
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Malware Detection Table R .

— determine to drop/forward packets G

— key: five tuple

[

flow filter

feature extractor
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NETWORKS

recirculate

— action : forward or drop

(w2

forward

protocol : 17
SrC__'F’: 10.0.1.1 malware_detection
dst ip:10.0.1.2
protocol, src_ip, dst_ip action
" src_port, dst_port
S 17 10044 4004 2
1l " 9450, 9005 orward
17,10.0.1.2, 10.0.1.1
8007, 9786 drop
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 Malware Detection Table v T
. F_\ . [ E'T!‘orward
— determine to drop/forward packets Che—g =
— key: five tuple

— action : forward or drop

protocol : 17
src_ip: 10.0.1.2 malware_detection
dst_ip:10.0.1.1 : :
protocol, src_ip, dst_ip action
"' src_port, dst_port
17,10.0.1.1, 10.0.1.2
1N 9450 9005 forward
17,10.0.1.2, 10.0.1.1
8007. 9786 srep >
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« Mirror function no. ——
F@ flow filter T forward
— extract features for Neural Network "

— features: five-tuple + 40-byte payload
— processed by P4 forwarding pipeline

five-tuple + 40-byte payload

mirror + truncatf/
4
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« Prevent multiple run of malware detection for one flow
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« Prevent multiple run of malware detection for one flow
— extract/send features from the first packet
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« Prevent multiple run of malware detection for one flow
— extract/send features from the first packet
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« Prevent multiple run of malware detection for one flow
— extract/send features from the first packet

key value

forwarding pipeline [ ______ q

add new entry —— =1~ recirculate
»l  featt l | actor

flowA E m

m 1 3
m — flow filter ﬁl' forward

O |O | O
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« Prevent multiple run of malware detection for one flow
— extract/send features from the first packet
record
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flowA o
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« Prevent multiple run of malware detection for one flow
— extract/send features from the first packet

key value

flowA 1
forwarding pipeline |~ __=- > 0
add new entry - = 0
p »| feature extractor 0
flowA E
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drop ’_;I—
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« Prevent multiple run of malware detection for one flow
— extract/send features from the first packet

key value

flowA 1
forwarding pipeline |~ __=- q 0
add new entry - = 0
p 1 s »| feature extractor 0
flowA Lﬂ
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« Prevent multiple run of malware detection for one flow
— extract/send features from the first packet
existing
flowA 5 F E
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« Prevent multiple run of malware detection for one flow
— extract/send features from the first packet
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Malware Detector

 Multi-threaded malware detection
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thread pool

e

™~

main thread

» packet handler

TEM packet packet

wait for
coming packet

{ Feature extractor ]

» packet handler

CPU

>[ packet handler
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Packet Handler

Packet handler

/ 40-byte payload as input \

p P4 Runtime API

O = ™

YLPayload | hayral network | L*'Ir*é;“?’l [
parse packet e N add entry
] prediction |

S5-tuple index by five-tuple +
action by prediction result

Destination A ddress

Optons ¢ pullivg 40 bytes

five-tuple + 40-byte payload

o /
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Neural Network Model

 Two hidden layers + 128 nodes per layer
* resource optimized + fast computing
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Evaluation Setting

* Host #1 works as sender
— "tcpreplay” sends flows from pcap

— (= Ju—
@ y— R
Host #1 Host #2
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Evaluation Result

* P4 Switch CPU with 4 cores (2 threads per core)
« 3.17X faster than single thread

thread pool thread flow/s

C O\ 1 2950
packet handler 2 2975
f‘ —PV packet handler ‘ S Sl
‘ ’ 4 /353

3.17x
main thread o 7752
6 8196
\"/» ] 7 8849
packet handler 8 0345

([ /
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Evaluation Setting

 Measure response time
— start from packet coming into P4 switch
— end as determining packet action (forward or drop)

Control plane r _%J
Data plane I

Add new

I R R A ARy B A A R A A Ao it
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Evaluation Result

2 | Type #1: Signature-based IPS on external server
o2 T ;@ Notwork Type #2: SDN-based ML-IPS on external server
== i G 5 Type #3: ML-IPS on P4 switch (P4-IPS)

5 ,p_;ﬁxmlk

response time
¥ 119.63 51.19 O
(ms) (single thread)
processing cap 5 17 0345
ability (flow/s) (8 threads)
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« P4 switch provides in-switch computing to overcome
disadvantages of traditional software-based IDS, meanwhile
reducing communication overhead to external server

« Evaluation results
— response time: 353X faster than other solutions

— processing capability: 46 /2 X better than other solutions

58



