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P4 Network Virtualization : P4 Virtual Network
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Architecture of P4 Network Virtualization (1)
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P4-16 Program
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P4 Switch Virtualization (1)
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P4 Switch Virtualization (2)
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hFB : hypervisor Functional Block

vFB : virtualized Functional Block



P4 Program Integration (1)
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P4 Program Integration (2)
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Header and Metadata
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Flow entries controlled by hypervisor
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• P4 = Programming Protocol-Independent Packet Processors
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P4 Switch Configuration
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Live Reconfiguration
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Multicolor Marker (MCM) based Meter
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P4 Meter (trTCM)
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MCM Meter Introduction (1)
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MCM Meter Introduction (2)
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RBNS MCM
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RBSNP MCM
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RBSP MCM
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Combined Processing of Multiple MCM Modes 
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Combined Processing of Multiple MCM Modes 
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Combined Processing of Multiple MCM Modes 

30

RBNS MCM

Stage 1

RBSNP MCM

Stage 1

RBSP MCM

Stage 2

Stage 2DROP

PASS

Pass through RBSNP Stage 2 MCM as the Highest priority

Packet
PASS

DROP



Experimental Environment

31

Virtual Network 1

1

3

2

2

1

3

1

2

3
V23V21

V22
V13

V12V11
21

3

2

1

3

2

1

3

Virtual Network 2

VL 100 : V11→V13

VL 110 : V13→V11

MCM : RBNS

GB : 5Mbps

VL 101 : V11→V12

VL 111 : V12→V11

MCM : RBSP

GB : 2Mbps

VL 102 : V12→V13

VL 112 : V13→V12

MCM : RBNS

GB : 5Mbps

VL 200 : V22→V23

VL 210 : V23→V22

MCM : RBSNP

GB : 3Mbps

VL 201 : V21→V22

VL 211 : V22→V21

MCM : RBSNP

GB : 3Mbps

VL 202 : V21→V23

VL 212 : V23→V21

MCM : RBSNP

GB : 3Mbps

S1

S2

S4

S3

S5

1 1

13

4

2 4

3

5 2

3 4

1

1

2 2

3 4

5

23

4

H11

H12

H13

H21

H22

H23

H11

H12

H13

H21

H22

H23

Routing of VL 100 and VL 110 

Routing of VL 101 and VL 111

Routing of VL 102 and VL 112

Routing of VL 200 and VL 210

Routing of VL 201 and VL 211

Routing of VL 202 and VL 212

GB : Guaranteed BandwidthsGB : Guaranteed Bandwidths

Mininet

Virtual Network 2

S1

S2

S4

S3

S5

1 1

13

4

2 4

3

5 2

3 4

1

1

2 2

3 4

5

23

4

H11

H12

H13

H21

H22

H23

Virtual Network 1

V13

V12V11
21

3

2

1

3

2

1

3

VL 100 : V11→V13

VL 110 : V13→V11

MCM : RBNS

GB : 5Mbps

VL 101 : V11→V12

VL 111 : V12→V11

MCM : RBSP

GB : 2Mbps

VL 102 : V12→V13

VL 112 : V13→V12

MCM : RBNS

GB : 5Mbps

H11

H12

H13

1

3

2

2

1

3

1

2

3
V23V21

V22

VL 200 : V22→V23

VL 210 : V23→V22

MCM : RBSNP

GB : 3Mbps

VL 201 : V21→V22

VL 211 : V22→V21

MCM : RBSNP

GB : 3Mbps

VL 202 : V21→V23

VL 212 : V23→V21

MCM : RBSNP

GB : 3Mbps

H21

H22

H23

Routing of VL 100 and VL 110 

Routing of VL 101 and VL 111

Routing of VL 102 and VL 112

Routing of VL 200 and VL 210

Routing of VL 201 and VL 211

Routing of VL 202 and VL 212

GB : Guaranteed BandwidthsGB : Guaranteed Bandwidths

Mininet

P4 switch= bmv2

Access port rate=50Mbps

Network port rate = 10Mbps

UDP traffic



VL Bandwidth Guarantee and Sharing 

Bandwidth Usage
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Using RBNS MCM Meters
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Using RBSNP MCM Meters
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Using RBSP MCM Meters
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Conclusion

• Virtual P4 Network
• Virtual Links, Virtual Port, Virtual P4 Switch

• Virtual P4 Switch

• Dynamical Control

• Dynamical Reconfiguration

• P4 Network Virtualization
• Traffic Isolation

• Virtual Link and Virtual Port Mapping

• P4 Switch Virtualization

• Data Plane Virtualization

• Live Reconfiguration 

• Multicolor marker (MCM) Meter

• Inter-VN : Bandwidth Guarantee

• Intra-VN : Priority Differentiation
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